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Toolkit for Change

Information Technology Education Council (ITEC), Municipal Info Systems Association (MISA),

Co-Sponsors: Association of Municipal Clerks & Treasurers of Ontario, FOI Police Network,
Ontario Association of School Business Officials (OASBO)

Sponsored by: Ministry of Government Services
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Access & Privacy Workshop 2005

About “"Toolkit for Change”

Government faces increasingly complex privacy, access and information

management challenges. Our responses range from reinforcing a privacy

aware culture to supporting a culture
classification schemes. The Workshop
will help you to navigate today’s changing

of openness to implementing security
environment by equipping you with

If your work involves access,

relevant, effective tools for our continually
privacy, information technology,

evolving conditions.
design, join us for a great learning and

records management or program
networking opportunity.

communications, policy, planning,
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Public Record Sections 14(1)(c), 27; 21(1)(c), 37

A public record is a collection of personal information to which the public has
access and where the personal information was collected and maintained
“specifically” for the purpose of making it available to the public.

Public records contain personal information so the public need
to know must outweigh the personal privacy interests of personal
information made available. Personal information can be maintained in
public records for reasons including:

. Program administration and services, (e.g. elector lists,
assessment roll).
. Promoting government accountability, by providing information

relating to the issuance of licences, permits, government
contracts, etc.

. Promoting informed choice and consumer protection, (e.g.
land registry, assessment roll, personal property security
registration, licenses, permits)

. To support the fair determination of rights.

Key Features of Public Records

1. The record is available to all members of the public, not a
select group.

2. A fee may be charged if it is not so high that it is a bar to
access.

3. The record may be created for another purpose but is publicly
available.

4. Public records may have purposes other than access. For

example, the land tax register supports administration of the
property tax program, and its information can be accessed for
business purposes.

4, Access to a public record may require additional information,
such as details or identifiers the institution uses to retrieve
the record. Limited cost or inconvenience does not mean that
records are not publicly available.

5. Personal information in a public record may not be public in
another context. Public court records may show criminal
convictions but a record of the same convictions in a personnel
or security file would not be public.

6. In rare instances, parts of a collection of personal information
are maintained as a public record, and other parts are not
publicly available.

How Public Records Are Created

In many jurisdictions, public records of personal information are created by
statute or regulation. In Ontario, public records can be created either by:

a) Law; or

b) Policy decisions by institutions.

a) Law

Statutes, regulations or by-laws designating public records may contain terms
and conditions for the administration of the information. Often, the authority to
charge fees, times and location of access, are prescribed in legislation.

b) Policy Decisions by Institutions
An institution may by policy designate a record public if a “public need to know”
outweighs personal privacy interests of information in the record.

Factors to Consider
Factors to consider in the creation and maintenance of public records include:

. What personal information will be affected?

. What privacy rights attach to the affected personal information?

. Does a public “need to know” outweigh relevant privacy interests?

o Will the release of the information foster informed choice?

. Will the information be accessible to everyone?

. Does the public need the information to assist in the conduct of
business?

o Would the public availability of the information be an unjustified
invasion of personal privacy?

. Is the personal information particularly sensitive?

3 Is the information relevant to a fair determination of rights?

(Municipal) Freedom of
Information and Protection of
Privacy Act (M/FIPPA) sets
out no public record rules

so the need for disclosure
must be balanced against
privacy interests. A key factor
is avoidance of disclosures
of personal information that
constitute an “unjustified invasion
of personal privacy”.
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Access to Records That Contain the
Requester’s Personal Information

Frivolous & Vexatious Requests
S4 FIPPA/S10 MFIPPA

Individuals can be denied access to records containing their own
personal information under the exemptions at s.49/38. By contrast,
s.21/14 applies when the record does not contain the requester’s
personal information.

It is established practice to consider the applicability of s.49/38
to entire records rather than just the parts or aspects of the record that
contain personal information, as is done under s.21/14.

Checklist

. Does the information qualify as personal information under s.2
of M/FIPPA?

O Was the information supplied by the requester? -- It is gener-

ally an absurd result not to disclose information it to its supplier
. Can the information of the third party be reasonably severed?

. Is disclosure of the third party information an unjustified inva-
sion of privacy as per s.14(3)/21(3)?

. Despite consider
ations of s.14 (2),
14(3)/ 21(2), 21(3)
-- Discretion can be
exercised to release
under S.38/49

e Should third parties
be notified under
s.21/287 -- Beware
disclosure of
requester personal
information in the
notice process

o Has the head clearly
exercised their discre
tion to apply other
exemptions?

The Act states that such a request must be part of a pattern of conduct:
1. that amounts to an abuse of the right of access, or
2. where responding to the request would interfere with the
operations of the institution.

Or the request must have been made in bad faith or for a purpose other than
to obtain access.

The following may guide you in determining whether a particular request
would qualify as frivolous or vexatious:

A “pattern of conduct” requires recurring incidents of related or similar
behaviour (or requests) on the part of the requester — or with which the
requester is connected in a material way. The length of time over which
behaviours occur is also a factor.

Examples of “abuse of process” include:
A volume of requests and/or appeals that would be considered excessive by
reasonable standards, combined with other factors such as:

1. Nature and Scope of Request(s)

a) Requests excessively broad, varied in scope, unusually detailed

b) Requests identical to or similar to previously files ones, or that revisit
previously addressed issues.

2. Timing of Request(s)

a) Connected to court proceedings or some other extranious factor. (eg:

more requests and appeals after institution sues individual).
3. Purpose of Request(s)

a) Requests intended to accomplish some objective other than to gain
access such as to attack the system and/or waste resources. (Purposes
can sometimes be inferred from the requester’s behaviour).

b) Requests submitted without basis, for “nuisance” value, to harass.

c) Is requester allied with other requester(s) whose aim is not Access?

4. Other Factors
a) Institution conduct (eg. Contributing to problem through delay).
b) Cumulative nature and effect of requester’s behaviour.

“Bad faith” is not simply bad judgment or negligence. It requires conscious
wrongdoing, a dishonest or malicious purpose. It requires an intention to use
the access process for nuisance rather than to obtain information. Bad faith
cannot merely be based on a history of disagreement or dislike between an
institution and the appellant, nor that records may, after examination fall outside
the ambit of the Act, nor that the appellant may have obtained access to some
confidential information outside of the access process.



FOI Request Clarification Forwarding / Transferring A Request - s25/18

— e —————
1. Discuss the request promptly with the program area. Forwarding
Assess the need for requester clarification. For large or If an institution receives a request for a record that is not “in its custody” nor
complex requests, prepare options/alternatives for the “under its control”, the institution has an obligation under the M/FIPA to, within
- requester. 15 days:
’ 2. Contact the requester quickly to clarify. This builds rapport and e determine if another institution has either custody or control of the
'_rﬁ‘] ' shows the requester your serious, professional approach and record;
builds credibility. e if so, forward the request to that institution along with the application
3. Give the requester time to explain. Listen carefully and make fee; and
complete notes. e give the requester written notice of the forwarding.
4. Restate the clarification and come to an agreement with the It may not always be possible to forward an application fee, in which case the
requester. institution should ask the requester to submit a fee to the new institution.
5. Explain the request process, timelines, fees and possible Forwarding is possible to M/FIPPA institutions but not to bodies outside
outcomes to the requester. the acts, such as Federal Government or private entities.
6. Arrange conference calls with requester and capable program
area staff to discuss complex requests — Do not become a go- Transferring
between. Institutions can transfer requests for records that they hold but in which another
7. Document and confirm clarifications immediately in a letter to institution has a greater interest. An institution has a greater interest if:
the requester. o the record was originally produced in or for that institution; or
8. When you can’t call the requester, send a clarification/close- e the record was not originally produced in or for an institution, the other
by letter, including the option of closing the file if the requester institution was the first institution to receive the record or a copy of it.

does not contact you by a specified, reasonable date.
Requests can be transferred within 15 days of receipt. If forwarding is not
possible.

For example, with Federal Government bodies, consultation is
suggested. Time extension is permitted for consultations.

Transfer conditions in this provision are discretionary so institutions
do not have to transfer requests, even when another institution has a greater
interest in the record.

Shared Interest in a Request

When more than one institution has responsive records, the requester must
be informed and provided with contact names and addresses in the other
institutions’ access offices.




Notice of Collection

hen an

institution
collects personal
information, either
directly from an
individual to whom
the information
relates or from
another source, M/
FIPPA requires that

the individual must
be informed that the collection has occured.

Section 39(2)/29(2) requires notices of collection to contain:

A - Legal authority for the collection

Legal authority for collection of personal information is usually
established by statute or by-law. The notice should reference
provision(s) that permit the collection. Where an act or by-law does
not specifically authorize the collection, the notice should reference
section(s) establishing the activity or program under which the
information is collected.

B - Principal purpose(s) for which the personal information is
intended to be used

C - Title, business address and telephone number of an official of
the institution who can answer an individual’s questions about
the collection

Notices of collection are normally placed on government forms used to
collect personal information when registering individuals for a service
or a benefit.

Notice of collection requirements can also be satisfied by:
a) Posting a notice of collection where it will be clearly seen by
individuals whose personal information is being collected,
b) Providing a verbal notice of collection at the point of collection.
- It is useful to verbal notices of collection for future verification.
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