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*The Freedom of Information and

Protection of Privacy Acts (FIPPA &
MFIPPA)

sare\VVERY similar Acts which provide for:
publicaccesd4o government records;
and

protection of personatrivacy respecting
personal information held by government.



FIPPA covers ministries and mostovincial
agencies, boards, commissions

MFIPPA covers mosiunicipal local government
entities such as Police Services Boards,
municipalities, local boards and health units (dabou
2,500 In total)



Access Privacy

Privacy protectiorior
government-held personal
Information

*Right of accesto govt.
iInformation

*Formal access process in

M/FIPPA *Rules for collection, use,
disclosure, retention and
disposal of personal

*Exemptions to access  jxformation by institution
limited and specific

«Can access and correct own

*Independent review: personal information

Appeal of decisions to
Information and Privacy

Commissioner (IPC «Can complain to IPC if

privacy rules breached



Privacy provisions do notapply when:

Personal information is maintained expressly
for the purpose of creating a record that is

available to the general public.
(Sec. 21(1)(c)/14(1)(c))

E.g. Court Dockets, Voter’s Lists, etc.



Institutions under M/FIPPA have a FOI and Privacy
Coordinator (FOIC)

The coordinator’s role includes:

e processing FOI requests in a timely manner;

e providing privacy and access advice as
required,

e creating/maintaining a Directory of records;
« providing Notices of Collection,;
e annual reporting, etc.



Privacy — Two Views

User is concerned about:

stheir privacy being protected,

egetting access to records containing their PI.

Administrator is concerned about;

*being a resource for privacy concerns and users;
eacting as a Liaison between users/organizations;

eensuring institutional compliance.



Records are defined aany record of information,
however recorded, whether in printed form, on film,
by electronic means or otherwise

ThisINCLUDES:

drafts, post-it notes, files on your hard drive,

palm pilot, e-mail, voice mail, agendas,
address

books, etc.

oIf Information is recorded in any way, it is a oed
and potentially subject tol/FIPPA



Pl = Personal Information

It is information about an identifiable individual,
iIncluding:
‘name, race, age, sex, marital status;
seducation, medical, employment history;
enumber or symbol assigned to an individual;
saddress, telephone number;
sopinions or views of the individual;

eprivate correspondence sent to the institution



Name, work address etc. in professional capasity |
not the individual’s personal information

*Benefits plans and salary ranges are not consldere
personal informatiolsec. 21(4)(a)/14(4)(a))

sInformation about individuals dead over 30 years |
not personal informatiogsec. 2(2))

*Be cautious of personal correspondence on
letterhead!



*The right to be left alone?

sInformational Privacy —“ability of an individuabt
exercise a substantial degreecofitrol over the
collection, use and disclosure of his/her own
personal information”

Collection, Use, Disclosure, Retention & Disposal
of PI regulated by M/FIPPA

*Notice of Collectionusually required under
M/FIPPA



The rules deal with the:

eCollection:; (Sec. 38(2)/28(2)
Use; (Sec. 41/31)
eDisclosure; (Sec. 42/32)
*Retention; and (Sec. 40(1)/30(1))
eDestruction. (Sec. 40(4)/30(4))

«Contraventions are very serious
Individuals can make privacy complaints to the IPC

*The IPC can also initiate investigations



You must:

*have thdegal authority to collect the personal
Information;(Sec. 38(2)/28(2))

collect directly from individual;(Sec. 39(1)/29(1))

eprovide anotice of collection.(sec 39(2)/29(2))
...... relaxed rules for law enforcement



Collection must be:(sec. 38(2)/28(2)

sexpressly authorized by statute or;
sused for the purposes of law enforcement; or

enecessary to the proper administration of a
lawfully authorized activity.

Otherwise, youcan't collect the personal
iInformation



Direct:

*Must be collected directly from the individual
(some exceptions).

Indirect:

e[ndividual consents to indirect collection;
Sec. 39(1)(a)/29(1)(a)

Information collected is for determining
suitability for an honour or award,;
(Sec.39(1)(e)/29(1)(e)) (e.g. Citizen of the Yearahka)



Indirect Collection Continued:

e[nformation iIs collected for law enforcement;

(Sec. 39(1)(9)/29(1)(g) (e.g. Background checksnicral
investigations)

sIndirect collection is authorized by statutesc.
39/29) (e.g. Assessment Act)

oL imited other circumstances.



Notice of Collection contains:

|legal authority for the collection;

principal purpose(s) for which their personal
information is intended to be used,;

otitle, business address, telephone of a public
official for questions.

(Sec. 39(2)/29(2))



Types of Notice

Verbal Written
e.g. telephone e.g. forms
Pizza Pizza

(Hint: keep a list of the forms containing noticesl
samples to help you with your yearly review)



When Drafting a Notice:

sconsider possible future uses & disclosures;

build in consistent purposes.

Sample Notice:

The personal information on this form is collectedler
the authority of th&nvironmental Assessment ARtS.O.
1990, Chapter E.18, S. 7 and will be used in the
development of a Class Environmental Assessment.

Questions regarding this collection should be dag¢o:
Position, address, telephone number



*With Consent/With original or consistent purpose
(Sec. 33)

....other limited purposes such as:

Compliance with legislation/agreements;
*To administer programs/job duties;

*For law enforcement purposes;
*Compelling circumstances.g. health & safety);
Compassionate circumstances;
Member of the legislative assembly.



*Retain personal information for (at least) oneryea
after the date of its last use unless Retention
Schedule says otherwise.

*Take reasonable steps to not use Personal
Information unless it is accurate and up to date.

*Dispose of Pl according to regulation/retention
schedule.

«Security/precautions should be appropriate torteco
type, sensitivity of information, etc.



*Adjudicates access appeals
*Monitors FIPPA/MFIPPA compliance

sInvestigates/resolveprivacy complaints (can be
about any privacy issue!)

Note: Investigations can initiated by complainaotts
the IPC



*The complaint will be dismissed or settled

sInvestigation Report (recommendations) are made
for each investigation:

*All iInvestigation reports are public;
All investigation reports name the
Institution involved.



Institutions should do some or all of the
following:

Involve legal counsel, FOI Co-ordinator, program
area, etc.

*Be Proactive - act immediately by:
*Determining all the facts - what, who,
when, where, why, how;

*Take appropriate remedial steps or in
other words “damage control”;



Be Proactive Continued

Make any necessary changes to computer
systems, procedures, etc. to make sure it
doesn’t happen again; and

*Provide staff education, feedback to affected
staff, etc.

[ et the IPC know about the Breach and what
actions your organization has taken



*No exemption for embarrassment

*Today’s memo could become tomorrow’s headline
*Good Records Management is vital

eConsider possible future disclosure of the

Information at time the records are created — ptotec
personal information as appropriate



*E-mail and Voice mall (Faxes too!) are records
under the Act(s)

Use e-mail and voice mail with the same care as
other written records like letters and memos

BUT REMEMBER!



*Don’t leave personal information on voice mail -
ask for a callback instead

Unencrypted e-mail is not a secure medium
«Send no personal information

*Assume additional copies exist

*Assume e-mail/voice mail will be forwarded
*Retention, disposal rules apply

*Be professional



*Be aware that privacy is not absolute (e.g. law
enforcement investigation, etc.)

*Only collect Pl you need to do your job

*\Within the institution, only disclose Pl to worker
who need it to do their job — be sure!

sBefore disclosing Pl outside of your institution,
determine that it is necessary and authorized



*\When in doubt don'’t release
*Ensure your computer systems have firewalls

*Keep monitors turned away from public viewing
when dealing with PI

*Records containing Pl should be shredded vs.
recycling/garbage

oIf possible don’t send PI to offsite storage lfut i
required then implement security measures



*Conduct regularly scheduled privacy/FOI training
for staff in all areas

*Have written policies/procedures regarding records
and access (hint: a shared directory of policies is
great tool for staff!)



Technology is transforming government businessuno

sefficiency, integration, responsiveness and...
*new privacy challenges we must address

PIA Assesses legislative compliance, privacy ingilans
«Confirms/communicates > privacy objectives met Aair
*Provides useful briefing tool/summary on privagyacts
*Ensures privacy is considered throughout projéatycle
*Enables effective management of privacy risk

The PIA is a three step process:

Step 1 I::> Step 2 Step 3
Conceptual Analysis Data Flow Analysis Prjvacy Risk

Management Plan
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