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You will learn how to:
o |dentify a privacy breach
o Handle a privacy breach

o Prevent future privacy breaches



o Informational Privacy is an individual’s ability
to exercise substantial control over his/her
personal information



o Unlike an access request where you have 30 days
to decide, a privacy violation can happen in an
Instant.

o Legislation - M/FIPPA provide individuals with a right
of privacy protection of their personal information

o Value —there is a public expectation that their privacy
will be protected (especially by government)

o Trend — increasing fear that privacy is being eroded
In high tech society



o Any recorded information about an identifiable
iIndividual including:
o ethnic origin, race, religion, age, sex, sexual orientation

o information regarding an individual’s: education,
financial, employment, medical, psychiatric,
psychological or criminal history

o identifying numbers e.g. S.I.N.

> home address, home telephone number etc.
o personal opinions of, or about, an individual
o personal correspondence

o the individual’'s name

o Excludes public records and individuals acting in a
business or professional capacity



o Collect personal information only when:
o Authorized by statute
» For law enforcement
> Necessary
o Directly from the individual
* When collecting personal information from individuals,

a Notice of Collection should be included and should
state:

o Authority for the collection
o Purpose for the collection

o Contact information if individual has questions 4



o Pl must be used for the purpose(s) for which it was collected, a
consistent purpose or with consent.

o PI must not be disclosed unless:
* To the individual
o For purpose it was collected for
o For consistent purpose (reasonable expectation)
o With individual’'s consent

o Within institution on a need to know basis and in
discharging institution’s functions

o To a contractor only when a contract is in place requiring
the contractor to meet Pl handling and security standards

o A few other limited situations

o Should not be included in House notes, briefing not es,
correspondence, etc.



Pl must be kept secure at all times

When not in use, Pl (hardcopy & electronic) must
be retained in a secure manner e.g., locked
cabinet, computer password protected, etc.

Consider a clean desk policy

Dispose of in a secure manner i.e. shred or erase



o The Personal Health Information Protection Act (PHIPA) came
Into effect November 1, 2004;

o In PHIPA, “personal health information” (PHI) is defined as
identifying information about an individual in oral or recorded
form, if the information:

o

Relates to the physical or mental health, including information
regarding the health history of the individual’s family;

Relates to the providing of health care, including the identification
of a person as a provider of health care;

Is a plan of service within the meaning of the Long-Term Care
Act, 1994,

Relates to payments or eligibility for health care;

Relates to the donation of any body part or bodily substance or is
derived from the testing or examination of any such body part or
bodily substance;

Is the health card number;
|dentifies a substitute decision-maker [PHIPA, s. 4(1)].



o PHI also includes identifying information about the
iIndividual that is not PHI but is contained in a record
that contains PHI about the individual [PHIPA, s.
4(3)];

o PHI does not include identifying information in a
record in the custody or under the control of a health
Information custodian if the record is maintained
primarily for a purpose other than the provision of
health care [PHIPA, s. 4(4)(b)].
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o

o

A health information custodian shall not collect, use or
disclose PHI unless:

(a) It has the individual’s consent and the collection,
use and disclosure is necessary for a lawful
purpose; or

(b) The collection, use or disclosure is permitted by
PHIPA [PHIPA, s. 29];

A custodian shall not collect, use or disclose more PHI if
other information will serve the purpose [PHIPA,
s.30(1)];

A custodian shall not collect, use or disclose more PHI
than is reasonably necessary to meet the purpose
[PHIPA, s. 30(2)]
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o

o

PHIPA is a consent based law;

Consent is required for the collection, use, disclosure of PHI,
subject to specific exceptions [PHIPA, s. 29];

Consent must:

» Be a consent of the individual

° Be knowledgeable [PHIPA, s. 18(5)]

o Relate to the information

> Not be obtained through deception or coercion [PHIPA, s.

18(1)1;

Consent may be express or implied, except where express
consent is required [PHIPA, s. 18(2) and (3)].
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o Custodians may imply consent when
disclosing PHI to other custodians for the
purpose of providing health care to the
individual [PHIPA, s. 20(2)];

o Exception — If the individual expressly
withholds or withdraws consent (lock box)
[PHIPA, s. 20(2)].
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o Required when a custodian discloses to a
non-custodian [PHIPA, s. 18(3)(a)];

o Required when a custodian discloses to
another custodian for a purpose other than
providing health care to the individual
[PHIPA, s. 18(3)(b)];

o Required for marketing and fundraising
(when using more than name specified
contact information) [PHIPA, s. 32 and 33].
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e Notices and consent forms must be concise
and understandable to be effective:

o PIPEDA notices and consents used by
some health professionals are lengthy,
confusing and counterproductive;

o Use notices to educate and inform patients,

not as an exercise in legal drafting: The goal
Is effective communication
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o |IPC/OBA short notices working group:

o To promote concise, user-friendly, sector-specific
notices and consent forms to serve as effective
communication tools:

o Adopt “multi-layered” approach, with emphasis
on developing separate short notices for primary
care providers, hospitals, and long-term care
facilities.

16



Don’t discuss confidential information in public areas
(e.g. elevators, food courts, hallways) where it may
be overheard;

Don’t leave PHI such as charts, reports and
recruitment lists in places where they can be viewed
by the public;

Don’t leave the computer terminal with PHI readily
visible. Log off when finished and keep your
password to yourself;

Don’t reveal confidential information to others
without a need for them to know it;

Shred all papers that contain PHI when no longer in

use.
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o Derogations from the consent principle are
allowed in limited circumstances:

o When collecting payment or processing health plan
claims [PHIPA, s, 37(1)(i), 38(1)(b), 39(1)(a)];

o To a regulatory health college for administration &
enforcement [PHIPA, s 43(1)(b)];

o To eliminate or reduce a significant risk of severe
bodily harm to a person or group of persons [PHIPA,
s. 40(1)];

> To educate agents [PHIPA, s. 37(1)(e)];
o To identify a deceased person [PHIPA s. 38(4)];

o As required by law [PHIPA, s. 37(1)(b) and 43(1)(h)].
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FIPPA, MFIPPA and PHIPA all establish rules regarding the
collection, use, disclosure, retention and disposal of Pl and PHI;

With M/FIPPA, a privacy breach occurs when Pl is collected, retained,
used or disclosed in ways that are not in accordance with the Acts;

Among the most common breaches is the unauthorized disclosure of
Pl contrary to sections 42 of FIPPA or section 32 of MFIPPA,;

With PHIPA, a privacy breach occurs when a person has contravened
or is about to contravene a provision of PHIPA, including section
12(1);

Section 12(1) requires custodians to take steps to ensure PHI is
protected against theft, loss and unauthorized use or disclosure and
that records of PHI are protected against unauthorized copying,
modification or disposal.
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o

An institution under M/FIPPA or a custodian under PHIPA can
become aware of a privacy breach in three ways:

o A formal complaint has been filed by a member of the
public;

o The IPC initiates an investigation; and

o The institution/custodian may become aware of a breach
(self-identified).

In the cases where the institution/custodian self-identifies a
breach, they are strongly encouraged to report the incidents to
the IPC so that assistance can be provided in fulfilling their
obligations and to take whatever remedial steps are necessary
to prevent future similar occurrences;

IPC recommends that a “privacy breach protocol” be
developed.
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Can respond quickly and in a co-coordinated
manner;

Roles and responsibilities of staff will be clarified;

A process for effective investigations will be
documented,;

Effective containment of the breach will be aided:
Remediation efforts will be easier; and

Preparation for the potential involvement by the IPC
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Upon learning of a privacy breach, immediate
action must be taken. Many of the following
guidelines need to be carried out simultaneously
or in quick succession:

o Step 1 — Implement the “privacy breach
protocol”

o |[mmediately notify the appropriate staff within your
organization of the breach (i.e. FOIC, CPO);

o There may be a need to inform others (i.e. senior
management, patient relations, information
technology and/or communications department);

o |Inform the IPC.
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o Step 2 — Containment

o Retrieve the hard copies of any PI/PHI that has been
disclosed;

o Ensure no copies have been made or retained by the
Individual who was not authorized to receive the
Information and obtain his/her contact information in
case follow-up is required,;

o Determine if the breach would allow unauthorized
access to any other PI/PHI (e.g. electronic information
system) and take necessary steps (e.g. change
passwords, identification numbers and/or temporarily
shut down a system).

23



o Step 3 — Notification

-]

|dentify those individuals whose privacy was breached and
notify them of the breach;

PHIPA requires custodians to notify but does not specify
the manner of notification:;

Notification can be by telephone or in writing, or depending
on the circumstances, a notation made in the individual’s
file to be discussed at his/her next appointment;

When notifying individuals, provide details of the extent of
the breach and the specifics of the PI/PHI at issue;

Advise affected individuals of the steps that have been
taken or will be taken;

Advise that the IPC has been contacted.
24



o Step 4 — Investigation and Remediation

]

o

o

Conduct an internal investigation;
Address the situation on a systemic basis;
Advise the IPC of your findings;

Ensure staff are appropriately educated and
trained re compliance with the privacy protection
provisions;

Co-operate in any further investigation
undertaken by the IPC.
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o When investigating a privacy breach, the IPC will,
depending on the circumstances:

-]

Ensure any issues surrounding containment and
notification have been addressed,;

Interview individuals involved with the breach or individuals
who can provide information about a process;

Obtain and review the position of the institution/custodian;
Ask for a status report on any actions taken;

Review and provide input and advice on current policies
and procedures and recommend change;

Issue a Report or Order (PHIPA only) at the conclusion of
the investigation.
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o Adopt proactive measures to prevent a privacy breach:

-]

Educate staff about the privacy rules governing collection,
use, disclosure and retention;

Educate staff about the privacy rules governing safe and
secure disposal and security of PI/PHI,

Ensure policies and procedures are in place and staff are
properly trained,;

Safeguarding PI/PHI when it is physically removed from the
office or institution (e.g. laptops, PDAs are password
protected and data is encrypted);

For electronic records — ensure that a baseline of logging
and auditing are in place on all systems;

Conducting privacy impact assessments (PIAs) where
appropriate;

Consulting with the IPC’s Policy and Compliance

Department.
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Q

]

Movie set
Faxing and e-mails
Cell phones

Theft of laptops
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o [nstitutions must have procedures in place to deal
with privacy breaches:

o Immediate Action must be taken to contain the
problem

o Short-term action must be taken to investigate and
correct the problem

o Steps should be taken to prevent future occurrences
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Q

]

Inform your manager

o Manager will notify FOI Coordinator and legal counsel

|dentify the scope
o What personal information was involved?

» Who had unauthorized access to personal information?

Contain the breach
o Suspend the process/activity that caused breach
o Retrieve records

Notify
o Individuals whose privacy was breached
o |PC (by FOI Coordinator/Legal Counsel if required)
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Conduct an investigation : determine the circumstances
surrounding the breach including whether inadvertent,
accidental, etc.

Review existing policies, procedures, and security
measures

Take steps to address the breach : e.g. develop,
change or enhance policies and practices

Other notices if appropriate : service delivery agents,
stakeholders, credit reporting agencies, other
governments if shared delivery

Advise IPC of investigation findings,corrective action
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SENIOR MANAGEMENT
o Commitment — e.g. memo to all staff

STAFF

o Educate staff about the privacy rules and privacy
regulations

o Provide staff with best practices through training, posters,
tips-sheet and e-mail reminders

o Ensure staff is aware:
o Each person is accountable for PI in their custody
o Of the consequences of a privacy breach
* They should err on the side of protecting privacy

o They should contact the program manager and/or FOI
Coordinator for advice
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Periodically review/audit and ensure appropriate processes
and practices are in place re: collection, use, disclosure,
retention and disposal of PI

Conduct privacy impact assessments to ensure proposed
new technologies, information systems, programs and policies
meet privacy requirements

Use a Notice of Collection when collecting Pl
Obtain consents prior to disclosing

Build privacy protection into contracts, MOUs, Terms of
Reference, Service Level Agreements

Consult IPC when considering new programs/processes with
privacy implications
33



Corporate Privacy Officer was notified
|dentified the scope of the breaches:
Contained the breach

Patients notified

Investigation

Improved practices

Advised IPC of findings & corrective action

Took proactive steps to prevent future breaches
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Mona Wong

Manager of Mediation

Office of the Information and Privacy
Commissioner/Ontario

Phone: 416-326-3905
mona.wong@ipc.on.ca

Howard Jones

FOI and Issues Co-ordinator
Cabinet Office

Phone: 416-325-4503
howard.jones@cab.gov.on.ca

Jacqueline Gallacher

FOI & Privacy Specialist

Cabinet Office

Phone: 416-325-3894
jacqueline.gallacher@cab.gov.on.ca
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