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The delicate art of doing a PIA



*Get everyone onboard

eGather Information

*Develop Framework

*\Write the PIA Report

*Program area review and agreement
*OCCIO/CIPO Review

*Ministry Signoff

«Consultation with IPC

*Follow-up



«Call a Meeting
Introduction to the project
|s a PIA Required - PIA Screening Checklist
*Group understanding of the PIA
*Report Content
*PlA Process

*\Who does what? - Resources and Roles



*\Where’s the Information?
*Business Case, Requirements, Specifications
*Technical Documentation - ERD, DFD

Manuals, Policies, Training

*Develop the Big Picture
Distill important Business Processes
*\What Pl is collected, used, disclosed?
*\Where does the information flow?

*\Who accesses the information?



Customize the PIA Criteria

(Emphasize the important over the less important!)
«Statutory/Regulatory

Directives

*Guidelines

Industry Practices

eStandards

*Best Practices

*Other



*Resources
*Develop a format
*PIA Report is useful to ‘store’ information
elterative Process
*\Working draft, draft, final draft, final report
«Co-ordinate Master copy through 1 contact person
*Review and Respond
Make Frequent Backups

*Create Archive of Process



*Frequent and lterative Contact

*No surprises

«Catch mistakes/misunderstanding early
*Useful to identify inconsistencies
*Discuss sign-off & what needs to be done

«Sign-off



*Subject matter experts
*Ensure consistency
«Can help prioritize risk factors

«Can tell you if the problem has been solved
before

*Questions, questions, questions



*Develop sign-off sheet, briefing note
*Package report and materials
*\Who will follow-up on signoff?

After final sign-off, have sign-off sheet returned
for filing
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*Not required by FIPPA or guidelines

Highly Recommended!

«Can resolve problems before they occur
*Builds Trust

*No such thing as ‘approval’
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*Debrief

Knowledge Transfer

«Coordinate with Communications Staff
*Assign responsibility for PIA report
*Create Archival Copy

*Destroy older and duplicate copies
*Plan for next time

*Publish as much as you can
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*MGS Guidelines

sConceptual Analysis
*Reference
*High Level Issues

*Privacy Analysis
*Principle Based
*Other Issues
*Opportunities

*Follow-up Analysis (now Privacy Management)
sFollow-up, Audit, RFP, System Design etc.

Communications Plan
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sInformation Storage

«Communications Tool

*Diagnostic Tool

o|dentifies Issues

May Respond to Issues with non-
technical solutions

May identify Issues to be resolved
technically

*Active and Passive: Introduce elements
of individual consent and control
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*Often encourages ‘compliance
mentality’

*“make It go away quickly!”
*Point of pain may become point of no
solution
*Risk that iIssues may be reported and
forgotten
Emphasizes Policy and Risk acceptance
not technical solutions
Integration with IT problems
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*Synthesize Framework

elterate
*Collect Information
Perform Analysis
|ldentify Risks
*Mitigate Risks

«Shewhart or Deming Cycle
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*\Why do we need privacy? -

*“In that recent survey - 9 out of 10
people trusted the government /
wanted our service / wanted customer
service more than privacy?”
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*Privacy Impact Assessment for E-Government

Variant of paper prepared for Government of Japan -
February 2004

«Sample PIA Table of Contents
Email me for a .doc format :

« MGS “PIA Lite” Screening Tool

« MGS PIA Self-Assessment Checklist

Part of new PIA Guidelines, available soon.
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