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Learning Objectives

Learning Objectives

• Provide a basic 
understanding of the USA 
PATRIOT Act and its 
impact on Canadian 
privacy 

•Introduce the Government 
of Ontario’s response to 
the USA PATRIOT Act 

•Obtain information on an 
emerging privacy issue 
respecting the Government 
of Canada’s proposed 
legislation - Modernization 
of Investigative Techniques 
Act (MITA)  

Agenda

• Background

•Implications for Ontario

•Responses by Other 
Jurisdictions

•Ontario’s Approach

•Modernization of 
Investigative Techniques 
Act (MITA) 



Background USA Patriot Act

� USA PATRIOT Act (Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism) passed October 26, 2001

� Proposals were introduced less than a week after 
September 11, 2001. 
� President signed final bill, the USA PATRIOT Act, into law 
on October 26, 2001. 

� Significantly expanded the government's investigative authority,
but did not provide for the system of checks and balances that 
traditionally safeguard civil liberties.

� Renewed until Dec. 31, 2015 by USA PATRIOT Act 
Improvement And Reauthorization Act of 2005; effective March 
9, 2006; contains minor checks and balances, retains secret 
warrants



Significant Patriot Act Provisions

� SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS FOR 
FOREIGN INTELLIGENCE AND INTERNATIONAL TERRORISM 
INVESTIGATIONS.

� (a)(1) The Director of the Federal Bureau of Investigation or a 
designee of the Director (whose rank shall be no lower than Assistant 
Special Agent in Charge) may make an application for an order 
requiring the production of any tangible things (including books, 
records, papers, documents, and other items) for an investigation to 
protect against international terrorism or clandestine intelligence 
activities, provided that such investigation of a United States person is 
not conducted solely upon the basis of activities protected by the first 
amendment to the Constitution. 

� (c)(2) An order under this subsection shall not disclose that it is issued
for purposes of an investigation described in subsection (a). 

� (d) No person shall disclose to any other person (other than those 
persons necessary to produce the tangible things under this section) 
that the Federal Bureau of Investigation has sought or obtained tangible 
things under this section. 



Extra-territoriality

� Opinion divided on the validity of the extra-territorial 
aspect of the legislation

� Recipients faced with the choice of which law to 
violate

� Non-disclosure provisions in the Act  



Ontario’s Concerns

� Potentially jeopardizes the privacy of Ontario citizens

� Threatens public trust

� Media revelations, e.g., Maher Arar - foreign access 
to such information is clearly an emotional issue

� Canada/US economic concerns – heavy reliance on 
private sector for wide variety of services, some of 
which are only available outside of Canada



Accessible Information

� Law applies only to companies, including contractors 
for information storage and processing services 
where company:

� is located in the US, and is therefore subject to 
US law

� is located in Canada or elsewhere outside of the 
US and is an affiliate of a US company.



Risk

� No risk if information managed within the OPS

� For vendors, probably low, but impossible to 
quantify

� Formal channels under existing Canada-US 
information-sharing agreements



Other Canadian Jurisdictions

� British Columbia legislation prohibits storage and 
disclosure of personal information outside of Canada 
by service-provider companies.

� Within Canada, require reporting of requests for 
access to personal information from outside Canada -
offences and penalties for violators

� Whistle-blowers protected

� Recent amendments for servicing equipment, e.g., 
MRI machines and travel with laptops and 
Blackberries

� Canadian ownership or control of service-provider 
companies in contractual language on a case-by-
case basis. 



Other Canadian Jurisdictions

� Alberta amended Freedom of Information and 
Protection of Privacy Act

� Canadian court order required for disclosure of 
personal information - fines 

� Quebec amended its privacy legislation

� Requires public bodies and companies to ensure 
information released outside province given 
protection equivalent to that under Quebec legislation

·



Other Canadian Jurisdictions

� Nova Scotia introduced legislation

� Personal information to be stored and accessed 
in Canada only; exception process

� Reasonable security arrangements outside 
Canada; limitations on disclosure

� Notification of foreign warrant

� Whistleblower protection for public servants

� Penalties for public employees and vendors for 
unauthorized disclosure



Other Canadian Jurisdictions

� Government of Canada - no general prohibition 
on information moving outside of Canada

� Policy-based, non-legislative approach

� Federal Strategy and a Guidance Document -
increase uniformity of privacy management practices

� Pressing US to develop joint standard on trans-
border data flows - preserve open trade.



Legislation vs. Policy 

� Legislative approach that requires information to 
stay in Canada forces companies into impossible 
situation –requires choosing which law to break.  

� Legislation is no more effective than a policy 
communication in publicly conveying government’s 
expectations 

� Significant disadvantage of lack of flexibility - policy 
changes can be made much more quickly.



Ontario’s Approach - Background

� Proportional policy-based approach focusing on risk 
management and mitigation strategies

� Guidelines and toolkit to establish government’s 
expectations for appropriate third-party information 
management including policy, procurement, contractual 
& security measures to mitigate risks

� Not USA PATRIOT Act specific – intended to aid in 
managing risks in all outsourcing arrangements

� Provides ability to continue to obtain best value from 
private-sector service providers while ensuring 
protection of personal and other sensitive information



Ontario’s Approach - Support

Ontario’s approach supported by:

� Information and Privacy Commissioner/Ontario

� Information Technology Association of Canada

� Ministry of Economic Development & Trade 



Ontario’s Approach - Guidelines

� Spring 2006 Federal Government releases 
“Guidance Document: Taking Privacy Into Account 
Before Making Contracting Decisions”

� Provides advice to federal government institutions 
considering contracting out activities involving 
personal information

� Ontario guidelines will take similar approach - will 
also target other “sensitive” records



Ontario’s Approach - Guidelines

Two essential guideline components:  

1. ANALYSIS
Preliminary assessments including:
� Evaluating Information Sensitivity
� Privacy Impact/Threat Risk Assessments

2. CONTRACTUAL GUIDANCE
Ensure protection is embedded in: 
� Request For Proposal (RFP) Process
� Drafting Contracts/Agreements



Ontario’s Approach - Guidelines

Step One - Assessing Information Sensitivity/Identif y Risks
Information Classification

� Degree of sensitivity of information will inform subsequent 
decisions 
e.g. maintain data in Canada by Canadian service provider 
� Use of “Information Security & Privacy Classification Operating 
Procedures”  - classify documents “High”, “Medium” or “Low” 
sensitivity

Privacy Impact Assessment
� Undertake rigorous Privacy Impact Assessment to:

� Ensure FIPPA compliance 
� Forecast exposures/risks (e.g. examining laws of foreign 
jurisdictions/possible application of international trade 
agreements)
� Develop strategies to mitigate risks 



Ontario’s Approach - Guidelines

Step Two – Contractual Guidance

� Where outsourcing is viable option guidelines will recommend 
embedding privacy protection in RFP & Contractual processes.

Request for Proposal Stage

•Require bidders to submit privacy & security plans which should 
address:

•System security (hardware/software)

•Managing access to data (“corporate” & company officials)

•Audit capabilities (audit trails of system access, privacy audits 
by institution or independent entity)

•Privacy breach reporting

•Does company have privacy/security officer? 



Ontario’s Approach - Guidelines

Contractual Stage

Guidelines will discuss contractual strategies to mitigate privacy 
risks in outsourcing arrangements:

� Establishing Control of Data
� institution retains control of any information collected  
� conditions for subcontracting
� provision of data for access requests/privacy invest.
� FIPPA precedence over any other privacy statute
� return/destruction of data at conclusion of contract

� Ensuring Confidentiality
� restrict vendor employee access to need-to-know basis
� vendor employees sign confidentiality agreements 
� data use restricted to stated purposes outlined in contract 



Ontario’s Approach - Guidelines

Contractual Stage cont.

� Audit Capabilities
� vendor systems capable of capturing all system access
� establish conditions for system audits

� Data Segregation
� government data segregated from any other record holdings

� Breach Notification
� require vendors to notify of any breach
� vendors establish privacy breach protocols

� Penalties
� establish penalties for privacy breaches scaled to severity of 
breach



MITA

MODERNIZATION OF INVESTIGATIVE 
TECHNIQUES ACT



MITA Agenda

1. MITA, subscriber information, and IP 
addresses

2. Privacy under the Charter and the 
reasonable expectation of privacy (REP) 
standard

3. Why there is a REP to subscriber 
information

4. Recommendations



MITA

Modernization of Investigative Techniques 
Act (November ‘05)

� ISPs must implement technology for 
intercepting electronic communication

� Subscriber information disclosure without 
judicial pre-authorization 



Subscriber Information

� Who sets up certain websites?

� Who visits certain websites?

� Who says what in certain chatrooms?



Privacy under the Charter

� Violation of a user’s reasonable 
expectation of privacy invokes s. 8 
protection

� “Biographical core” protected 
(Plant)



Reasonable Expectation of Anonymity

� Much Internet activity is recorded

� But activity is not associated with 
user’s identity 

� � Anonymity instead of privacy



Relationship Between Parties

� Information voluntarily given in 
ordinary course of business can be 
confidential (Lillico)



Balance of Interests

� Valid need to modernize 
investigations

� However, provisions are 
unnecessarily broad (e.g. “police 
services”)



Case Law

� Irwin Toy v. John Doe

� BMG v. Doe

� Police must establish a prima 
facie case against user in question 
before getting identity



A Few Recommendations

1.Protect innocent third parties

2.Narrow grounds for disclosure

3.Do not share subscriber data with other    
police
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