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| will be talking about...

1. Risks and risk management in the OPS

2. How the Enterprise Architecture process helps to
identify, assess, understand, act on, and
communicate risk issues in technology projects




Lack of information and control will jeopardize your project

“Risk is the chance of something happening that will impact on the
achievement of objectives.

Risk can represent an opportunity or threat to the achievement of objectives.

Risk management is a systematic approach to setting the best course of
action under uncertainty by identifying, assessing, understanding, acting on,
and communicating risk issues” — OPS Modern Controllership

“Risk is the function of a threat acting on a vulnerability in an asset”
- Threat Risk Assessment

Arisk Is any factor that may potentially interfere with successful completion of
the project. Arisk is the recognition that a problem or opportunity might occur.

Risk Management is the art and science of identifying, analyzing, and
responding to risk factors throughout the life of a project.



IEEE Software Risk Management Process Model
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OPS Integrated Project Management Framework

Qualitative Risk Analysis

* Prioritizes risks by their potential effect on project objectives (e.g. likelihood/impact matrix)
* Produces an overall risk ranking for the project and list of prioritized risks

* Major risks (high probability & impact) may require quantification, aggressive management

Quantitative Risk Analysis
* Numerical analysis of the probability of each risk and its consequence on project objectives
» Some risks require more detailed probability and impact measures.
» Also for risks where the quantitative data is readily available or for risks associated with large-
scale projects requiring such data.
» Uses decision analysis to:
determine the probability of achieving a specific project objective
guantify the risk exposure for the project, and determine the size of cost and schedule
contingency reserves that may be needed
identify risks requiring the most attention by quantifying their relative contribution to
project risk
identify realistic and achievable cost, schedule, or scope targets
» Quantitative risk analysis can produce the following results/outputs:
a prioritized list of quantified risks
probability of achieving the cost and time objectives

(Risk Management Plan and Risk List/Risk Matrix templates available on PMCOE website)
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EA provides a systematic approach for analysis and information to help
identify, assess, understand, act on, and communica  te risk issues

ENTERPRISE ARCHITECTURE

Organizes and summarizes vast amounts of detail
Visible business and system behaviour

Standard documentation (e.g. business models,
business rules, work flows, and use cases) to focus
on risk



EA provides a systematic approach for analysis and information to help
identify, assess, understand, act on, and communica  te risk issues

EA Tools: Q

Governance process
Checklist deliverables

Patterns = — >
Quality Level Metrics
-

Risks:
|ldentify, understand, and communicate risks
Make risk decisions

Sources of risk (e.g. introduction of new technolog Y,
deviance from standards, privacy and security risks )



The enterprise architecture governance process help s to recognize
project opportunities and risks

Governance Process:
Makes risks explicit
Discovers risks in a face-to-face meeting

Looks at risk at each project stage




History repeats itself...

“Learn from the past... “

10 major risks:

SCOPE CREEP
INCORRECT ESTIMATE
LOSS OF PERSONNEL
PROJECT PARTNERS NOT AGREEING

POOR PRODICTIVITY

BAD TECHNOLOGY CHOICES

NOT ALIGNED WITH CORPORATE DIRECTIONS

NOT ALIGNED WITH CORPORATE INFRASTRUCTURE
SOLUTION CANNOT BE ADEQUATELY OPERATED,
MAINTAINED, OR CHANGED

10. SECURITY FLAWS

OO0 T C0H N



SCOPE CREEP: Size of the project gets out of hand as  users
add more and more requirements. (Requirements infla  tion)

A fuzzy definition of project scope will mean:
the project’s scope will creep larger
user needs will not be met by the solution
the solution will require costly rework
unrealistic schedules, budgets, and cost estimates.
adequate resources, sufficient investment, and
specialized technical skills may be not be recognized

as required. "



EA helps to remove uncertainties with project scope

Clear and holistic understanding
Big picture context of the solution

Checkpoint 0 and 1 help business:

to define scope by linking the project to
business objectives and mandates

to document all the solution users and
stakeholders.
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EA helps to close the requirements and delivery gap

Discover, follow, manage user requirements

Document changing business processes

Mitigate risk of iIncomplete, ambiguous, unstable,
untestable requirements

User involvement to define needs comprehensively

Independent examination of documented requirements
and traceability
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EA helps to focus on organizational problems

Document business impact of project
solution

Plan impact of system implementation to
avoid organizational problems

Link traceability back to original vision,
goals, and requirements
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INCORRECT ESTIMATE : Time, people, effort, and othe r
resources needs are miscalculated (Schedule flaw)

[ =

*WELL, MAYBE UMPTEEN ZiLLION
was TOO GENERAL A COST ESTIMATE.™

An incorrect project estimate will mean:
adequate and correct resources will not be allotted
unrealistic schedules, budgets, and cost estimates
adequate resources, sufficient investment, and
specialized technical skills may be not be recognized as

required.
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EA provides information for project estimates

Rational basis for resource estimates, plans,
schedule, risks

Refine scope and document business the solution
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LOSS OF PERSONNEL: Costs and impact of staff lost
(Employee turnover)

Loss of staff will mean:

loss of expertise and critical skills leading to in adequate
resources, more training, less capability, and sche dule
Interruptions
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EA provides documentation for staff ramp up

Transfer of knowledge
Documentation

Consultant VORSs
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PROJECT PARTNERS NOT AGREEING: Specification
breakdown

YoU'RE A:u-:stzu[

g 1
|

Www.CoxAndForkum « TOm

Lack of commitment and unclear accountabilities wil | lead to:

conflict, lack of agreement, co-operation, organizat lonal
Involvement, and support from key business and tech nical
resources affecting resource involvement, project t Imelines,
and gquality of solution design.

Lack of communication among business, analysts,
architects, and infrastructure will mean a solution which dolgs
not execute the required business processes and int erfaces.



EA provides a framework for communication and agree ment

Establish accountabillities, getting everyone on-
board.

Use a common language and terminology

Document non -functional requirements as Quality
Level Metrics, e.g. availabllity, security, reliabi ity

Use a collaborative working style for better
relationship management
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POOR PRODICTIVITY: Lack of required skills and expe rtise
affects project schedule and solution quality

PRODUCTIVITY

Inadequate skills leading to below average producti vity will
mean:

project delays

expensive errors

more training

20



EA documentation helps to identify needed skills

Comprehensive documentation

makes it easier to assess what specialized skills ar
needed

can be used for training

EA inputs into consultant VORSs to ensure skills are
adequate for OPS environment

e
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BAD TECHNOLOGY CHOICES: New, unproven, or incorrect
technology will sink your project (or the Titanic)

Poor technology choices and unproven technology sel ection
and procurement will result in:

extra cost

maintainability issues

Inadequate use of technology

the inability to realize longer term directions.
New technology, new methods, specialized interfaces , unusual business,
difficult technology constraints, complexity are ri sk indicators. 22



EA provides information for better technology choic es

Use technical / architectural standards and best
practices

Use patterns and reference models
Make informed buy vs. build decisions

Use Acquired Solutions Guideline
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NOT ALIGNED WITH CORPORATE DIRECTIONS

Lack of consideration of enterprise strategies and
requirements will lead to:
misalignment of business and technology
technology silos
duplication of effort
future integration issues
tactical rather than strategy decisions
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EA aligns projects with enterprise objectives, stra tegy, vision

IT Directive, GO-ITS Standards, OPS directions,
EA principles, patterns and reference models.

Application portfolio management

Move to long -term goals, while satisfying
project’'s immediate needs
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NOT ALIGNED WITH CORPORATE INFRASTRUCTURE

Lack of alignment with Corporate Infrastructure wil | mean:
Implementation delay
Implementation failure
fewer future integration opportunities
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EA values sharing and re-use

Use patterns and reference models to:
assist projects to use the corporate
Infrastructure
contribute to the interoperability and
effectiveness of technology components
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SOLUTION CANNOT BE ADEQUATELY OPERATED,
MAINTAINED, OR CHANGED: Costly, no agility

Failure to architect for maintainability and agilit y, and lack
of complete solution documentation will result:

extra cost

maintainability issues

lack of future flexibility
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EA considers the whole solution life cycle

Current and future needs of an organization
Comprehensive documentation

Appropriate operational processes and
procedures

29



SECURITY FLAWS: “A risk taken by one is a risk share
all.”

Lack of enterprise security architecture will lead to:

security exposures and vulnerabilities

risk of data loss or availability

lack of compliance to legislative requirements such
FIPPA

d by

as
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Security architecture mitigates risk and supports p rotection

and compliance
Security architecture:

A comprehensive set of security principles, policie s, standards, best practices and
technologies to ensure the confidentiality, integri ty and availability of I& IT resources

Safeguards for people, processes and technologies; includes definitions, guidelines
(e.g. access, authentication and encryption)

Based on a risk management perspective

Part of all EA materials and checkpoints - EA inform s security decisions
Mitigation and management threats and risks to the e nterprise
Compliance with legislation and regulation (e.g. FI ~ PPA/MFIPPA)
Support of security policies, processes and protect ijon controls

Mapping of strategic business strategy, policy, sec urity measures
Best practice security domain structuring, trust mo deling, solution guidance
Complements Business Impact, Threat Risk (TRA), Pri  vacy Assessment (PIA)

Mitigations for TRA and PIA risks and vulnerabiliti es are explicitly expressed in the EA
solution design.
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Security architecture supports security design best practices

Confidentiality — To protect confidentiality requires Authorization to determine who
can see information often based on sensitivity code levels and other
requirements.

Availability — To provide availability of a System Resource which is in part assured
by preventing unauthorized System Events, via Authentication and Authorization.

Integrity — To prevent unauthorized data modification and deletion by Authorization.

|dentification — To manage identification of natural persons and groups thereof
online via user account(s) or associated entities.

Authentication - To register or log-on via credentials and authentication rule(s) and
make decisions in various processes.

Authorization - To grant System Privileges and evaluate them (via Decisions) to
determine whether a User Account is allowed to do specified Operation Types on
specified System Resources.

Non-repudiation — To identify a User Account which shows who sent or received a
message, and thus supports Non-Repudiation.

32



Privacy Is a key consideration for security archite cture

Security Architecture ensures the correct safeguard s for process,
policy, and technology to help meet privacy concer ns.

‘ESD Privacy Design Principles’ aids in balancing p rivacy with the
legitimate use of personal information in the EA.

Security Architecture designs systems to align with fair information
principles (codified in FIPPA & Canadian Standards Association
Model Privacy Code), and principles and policies fr  om the Office of
the Corporate Chief Information and Privacy (OCIPO)

Privacy Impact Assessments (PIA) include recommenda  tions from
privacy specialists on privacy compliance issues id entified and
how to remedy them. TRA is a tool used to identify and assess
privacy and other risks, highlighting the level of risk.
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Enterprise architecture deliverables incorporate th e security
architecture domain
EA deliverables (artifacts):

Incorporate security and privacy requirements;

Include security architecture in all artifacts, suc h as Policy, Party, Roles
and Responsibilities, Information Model, Workflow, Processes, Business
Analysis and Business Rules; and

Include reusable security reference models, pattern s and templates.

Security architecture promotes use of:

Information Data Sensitivity Classification

Architecture Patterns, Templates & Reference Models

N-tier infrastructure

Safeguard selections (Identity, Isolation, Permissi ons controls)
Separation of Duties, Segregation of Functionality

Risk Assessment and Mitigation

Business Continuity and Disaster Recovery

Security Assurance Testing (VA) & Evaluation, Secur ity Governance

Security Awareness and Training, Policies and Stand  ards 34



Security is a high concern risk mitigated by enter prise
architecture

Security risk is a business concern, not just a tech nical

concern.
Failure to analyze security risks and make tradeoffs during
design process will result in exposures, liability, and

flawed designs.

Security is a key quality metric in a solution arch itecture
and design.

Security architecture decisions and tradeoffs are m ade
based on business requirements, other quality metri CS,
risks, threats and vulnerability assessments.
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Enterprise Architecture & Risk Management - Summary

“Tools & Rules”

Architecture
Governance &
Gating

Checklist

Deliverables
I[N
help identify,
manage,
mitigate risks

Patterns

QLMs and
tradeoff
negotiation

“Major Risks”

Scope Creep

Incorrect Estimate

Loss of Personnel

Project partners not agreeing

Poor Productivity

Not aligned with corporate
directions

Not aligned with corporate
infrastructure

Solution cannot adequately be,
maintained, or changed

Security flaws
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Architecture Open House, June 2008 (c) Queen's Printer for Ontario
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Architecture Open House, June 2008 (c) Queen's Printer for Ontario
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Appendix

EA Checkpoint Deliverables Identify, Mitigate, and Manage
Risks:

Gate 1. Corporate Review & Approval (EA Checkpoint 0)
Gate 3 — Business Definition and Context (EA Checkpoint 1)
Gate 3 — Logical Solution Design (EA Checkpoint 2)

Gate 4 — Physical Design (EA Checkpoint 3)

Gate 5 — Post Implementation Review (EA Checkpoint 4)

=
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Gate 1. Corporate Review & Approval (EA Checkpoint 0)

Evaluates the value, viability, feasibility, ration  al use of resources, strategic alignment,
risk management, and impact of the project

Determines architecture documentation for the EAre  view; Ensures proposed EA work
products (‘artifacts’) align with EA deliverables a nd are relevant to project scope and
deliverables

Provides advice on EA standards, materials, models, and process

Investigates architectural alternatives; Assists in preliminary determination of solution
scope

Ensures proposed project consistent with corporate strategies and does not conflict with
or duplicate other projects; Leverages and aligns | &IT resources and larger OPS
strategies

Documents adherence to OPS security standards, incl uding related Security Posture and
Risk Identification documentation from the Corporat e Security Branch; TRA ,PIA,
Business Continuity Plan (BCP), Identity and Authen  tication Requirements, Results of
Security Testing (Vulnerability Assessment/ Penetra  tion Testing)

Provides information to identify, to assess, to und erstand, to act on, and to communicate
these risks: incorrect estimate, loss of personnel, project partners not agreeing, poor
productivity, not aligned with corporate direction s, not aligned with corporate
infrastructure, security flaws

40



Gate 3 — Business Definition and Context (EA Checkpo int1l)

Defines business goals and strategies, and processe s required to
execute them

|dentifies and quantifies transformation opportunit les and benefits
|dentifies, analyzes, and mitigates security risks
Creates business models, workflow and process model s, value chain

analysis, service definitions, TRA, PIA
Scopes solution design for acquired solutions

Acts as an analytic tool to define business; soluti on opportunities;
and security and privacy risks

Aligns and integrate enterprise value chain, IT, an  d quality business
solutions

Clarifies enterprise roles and responsibilities, se cures multi-
stakeholder understanding and agreement

Defines high-level system design if an acquired sys tem
Provides information to identify, to assess, to und erstand, to act on,

and to communicate these risks: Incorrect estimate, loss of
personnel, project partners not agreeing, poor prod uctivity, not
aligned with corporate directions, not aligned with corporate 41

iInfrastructure, security flaws



Gate 3 — Logical Solution Design (EA Checkpoint 2)

Details proposed solution design based on business security
architecture and infrastructure constraints

Shows placement, inter-relationships, patterns, bou ndaries, and
structure of solution components to meet security ¢ oncerns

Creates logical placement and data models, function al and non-
functional requirements, TRA, PIA

|dentifies main layers and system aspects which val idate business,
information, security, and technical requirements b efore detailed
physical implementation models

Explicitly designs the solution to deal with risks identified in the TRA
Provides information to identify, to assess, to und erstand, to act on,
and to communicate these risks: Incorrect estimate, loss of

personnel, project partners not agreeing, poor prod uctivity, bad
technology choices, not aligned with corporate dire ctions, not
aligned with corporate infrastructure, solution can not be
adequately operated, maintained, or changed, securi  ty flaws
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Gate 4 — Physical Design (EA Checkpoint 3)

Documents detailed physical system implementation a nd design
solution based on business, security, and logical a rchitectures

Shows physical components (e.g. hardware, software, protocols etc.)
required to develop and operate solution

Creates build plans, physical data model, applicati on design model,
application inventory, TRA, PIA

Uses technology, application, security, and informa tion architecture

models to identify physical solution recognizing bu siness and
technical constraints
Explicitly designs the solution to deal with risks identified in the TRA

Checkpoint 3 approval required before system implem entation

Provides information to identify, to assess, to und erstand, to act on,
and to communicate these risks: bad technology cho iIces, not
aligned with corporate directions, not aligned with corporate
Infrastructure, solution cannot be adequately opera ted, maintained,
or changed, security flaws
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Gate 5 — Post Implementation Review (EA Checkpoint4 )

Discusses implementation adjustments that created
discrepancies

Documents architecture lessons learned and contribu tions
made to architecture that will further re-use

Reviews implemented application target performance
metrics under full operational load

Documents how infrastructure technical constraints
accommodated

Ensures traceability from business architecture to solution
Answers question: Did project deliver what business case
and business requirements (including security) said it

would deliver?
Documents any risks which have become problems
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EA Checkpoint 1 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Resource Type Financial and Public Exposure: resources may not be available when required.

Core Business Public Exposure: Operating without a mandate.

Program Public Exposure: Operating without a mandate. Financial: Inability to document the appropriate
allocation of funds to programs.

Service Financial, and Public Exposure: The initiative may not be aligned with or may be counter to program
goals.

Program — Service Cross Reference Financial: If the output of a service does not contribute to the goals of at
least one program, money spent on its production would not be justified.

Program Profile Loss of project time due to the ongoing need to synthesize a complete program view from its
constituent elements.

Location Type Financial & Public exposure: Business may not understand impact of business changes on
geographical coverage of service delivery operations. IT may lack business requirements for technology
infrastructure and network connectivity (lack of coverage in access).

Security: Lack of identification of secured points of access.

Geographical Area Type Public Exposure: Lack of knowledge of geographic area types could result in
jurisdictional disputes.

Service/Location Type Cross Reference  Public Exposure: A service may not be offered at a required location
type, or may be offered at an inappropriate location type.

Location Type/Geographical Area Type Cross Referenc e Public Exposure: Location types may not be
deployed appropriately or where required.

Party Type Privacy: Inability to identify FIPPA requirements.

Financial & Public Exposure: Lack of an effective means of classifying parties may result in ambiguity in roles,
responsibilities, authorities and accountabilities.

Role Type Public Exposure and Security: Lack of an effective means of classifying roles may result in
erroneous or incomplete assignment of functions to individuals and organizations.

Privacy: Improper or inadequate identification for permission management.

Target Group Type Public Exposure: Lack of identification of a specific target group. Unanticipated impacts?2
could result if interested (affected) parties are not identified.



EA Checkpoint 1 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Event Type Financial & Public exposure: Lack of an effective means of classifying events may result in the
incomplete capture of event instances to which the business model must respond.

Cycle Type Lack of an effective means of classifying cycles may result in the incomplete capture of cycle
instances to which the business model must address.

Service by Event Type and Cycle Type Cross Referenc e Financial and Public Exposure: Inappropriate
planning may lead to failed service delivery.

Need Type Financial & Public exposure: Incorrect identification of need types may result in programs and
services attempting to address inappropriate issues.

Goals Public exposure: Mismanagement of public programs.

Mandate (Program) Financial & Public exposure: Incorrect identification of mandate types may result in an
incomplete or incorrect understanding of the mandate instances that articulate what a program or service will
and will not do, resulting in an inappropriate response.

Strategy Without specifying the strategies that the enterprise will employ, time and resources can be wasted
on developing optional business models that are not relevant.

Target Group / Needs Cross Reference  Without this artifact, needs of specific target groups may be
overlooked and unintended impact(s) may result.

Corporate Information Model

The risks of not developing this model include:

* Failure or incompleteness in enterprise strategy and planning due to lack of holistic view of the enterprise
business visions and goals, and the important inter-relationships among business entities within the
enterprise.

* Failure in communicating clearly and achieving the common business understanding among people within
the enterprise of business goals, objectives, and requirements.

* Failure in showing alignments and traceability from a project to the ministry (or cluster), or from a ministry (or
cluster) to the OPS enterprise business concepts.

* Project failure due to a lack of: scope definition, information sharing requirements, functional requirements46
and communication document in the event of turnover in the project team.



EA Checkpoint 1 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Conceptual Data Model

The risks of not developing this model:

* Failure in achieving the understanding of the common definitions, semantics, information, and knowledge
across all business domains within an organization.

* Failure in partitioning the organization’s information and scoping subsequent projects.

* Failure in identifying missing important information needs and their implications.

* Failure in identifying some key functional requirements related to the missing subject area groupings.

* Failure in assessing information sharing requirements across business units or functional areas.

* An incomplete picture of the needs of an organization, a project or an application may result in erroneous
recommendations regarding the development of some solution areas.

* Lack of foundation to develop a coherent database strategy.

* Lack of assurance that business goals and objectives will be properly supported.

* Lack of clear project scope and vision may jeopardize requirements definition, data analysis and design effort,
project estimation activities. The accuracy of the estimation of subsequent projects may be affected.

Semantic Model Risk:

Misunderstanding of business

* Miscommunication between business and IT

» Data and class models developed at the logical level may not support business requirements

Service Life Cycle Without having a detailed list of processes associated with each service you may not be
able to justify redesign.

Business Function Model Business often defines its organizations functionally (e.g. legal function). There is a
risk of alienating the business owners if functions are not mapped to the business models.

Business Rule Statement / Process Cross Reference

The program may not be operating in accordance with government direction.

When business rules are not explicit, application developers must infer the rules. The rules are then encoded in
applications and are not explicitly known to the business. 47
The implications of changing legislation or government direction are not easily understood



EA Checkpoint 1 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Service Integration Accountability Model ~ Accountabilities would be missed.

Service Profile Loss of project time due to the ongoing need to synthesize a complete service view from its
constituent elements.

Business Process Model Missing or incorrect process models lead to incomplete designs and missed
opportunities.

Business Network Model Inadequate availability and flow of resources.

The business model may not reflect all of the necessary business requirements. This could result in network
designs and implementations that would not support existing or future business requirements.

Workflow Model

Missing or incorrect workflow leads to ambiguity and confusion about role responsibilities, sequencing of
process steps and key hand-offs.

Governance Model

If this model is missing, incomplete or inaccurate, the project team for a business initiative may fail to
understand the governance relationships. Failure to identify reporting structures will lead to gaps in
information management, reporting or the identification of processes needed for governance purposes.
These failures may lead to an underestimation of the resources, effort and time needed to develop and
implement programs and services.

Organization Chart

missing or incorrect Organization Chart requires project staff to find out who needs to be involved through
informal methods. This method may lead to gaps in information and approvals through the exclusion of key
parties.

Business Scenario

Missing or incorrect Business Scenarios increases the risk that the business is not able to respond effectively
to plausible situations (expected and alternate).

State Transition Model

Business rules may be missed, and the effects of change may not be accounted for when designing the &
be’ business.



EA Checkpoint 1 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk is sues

Service Objectives Performance measurement will not be a rigorous top-down process resulting in static
or declining quality. Acceptance of the ‘to be’ business model may be problematic without the means of
measuring performance.

Performance Matrix Performance measurement will not be a rigorous top-down process resulting in static
or declining quality. Acceptance of the ‘to be’ business model may be problematic without the means of
measuring performance.

Business Rule Statement

The program may not be operating in accordance with government direction.

When business rules are not explicit, application developers must infer the rules. The rules are then
encoded in applications and are not explicitly known to the business.

The implications of changing legislation or government direction are not easily understood.

Business Rule Source

Business rules may not be authoritative if not linked to a source. The rationale for the business rule may be
lost. Change in a business rule source will not be easy to manage.

Business Rule Statement / Source Cross Reference

Business rules may not be authoritative if not linked to a source. The rationale for the business rule may be
lost. Change in a business rule source will not be easy to manage.

Program Service Alignment Model

Without this analysis, there exists a risk that the program does not have the optimum mix of services in
order to achieve the desired program outcomes.

Program Logic Model

If these linkages are not analyzed, there is a risk that new Program designs will not further the strategic
priorities of the government or that continuing Programs will fall out of alignment with them.

Service by Role Type Cross Reference Financial and Public Exposure: lack of accountability (not
knowing who is accountable for what or having more then one role accountable) may lead to failure, 49
increase liability and cost inefficiency.



EA Checkpoint 2 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Logical Data Model The risks of not developing this model include:

» Lack of full data analysis leads to data definition ambiguities and inaccuracies.

* Lack of data normalization leads to data redundancies, and inefficient solution design and
implementation

System Functional Requirements

Failure to capture this information can result in:

* Requirements mismanagement

» Missing functional requirements

* Incapacity of tracing business functions to functional requirements to the source code that realize them
« Difficult to understand system requirements

* Project delays or failure

System Use Case Model

The failure of creating this artifact can result in:

 Missing functional requirements.

* Incapacity of tracing requirements from Business Use-Cases to Use-Case Realizations.

» Difficult to understand system requirements.

* Project delays or failure.

Use-Case Specification

The failure of creating this artifact can result in:

* Incomplete System Use-Case Model

* Incomplete description of the system's functionality.

* Failure to optimize the Design Model and to identify all reusable design elements.

System Architecture Document

The failure of creating this artifact can result in:

» Missing the big picture

* Incapacity of aligning the software solution to enterprise best practices 50
* Incapacity of identifying and using common components

* Additional costs



EA Checkpoint 2 deliverables help projects to ident
assess, understand, act on, and communicate risk Is
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EA Checkpoint 3 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Physical Data Model The risks of not developing this model include: Poor system performance.
» Difficult maintenance.

* Not utilize some useful functions and features offered by a specific technology.

* Loss of productivity.

Database Inventory

The ability to support data and the ability to ensure security and privacy may be compromised by
insufficient knowledge about its implementation.

Physical Design Document

The failure of creating this artifact can result in:

 Confusion in implementing the design.

» Misuse of the development language packages or third party packages.

* Project delays and additional costs.

Physical Design Model

The failure of creating this artifact can result in:

 Confusion in implementing the design.

» Misuse of the development language packages or third party packages.

* Project delays and additional costs.

User Interface Design

Failure to satisfy user requirements.



EA Checkpoint 3 deliverables help projects to ident Ify,
assess, understand, act on, and communicate risk Is sues

Implementation Document

The failure of creating this artifact can result in:

* Lack of synchronization during Elaboration and Construction phases, between the logical design
and physical implementation.

» Difficulties during testing, debugging and bugs fixing.

» Difficulties in maintaining and enhancing the product

* Project delays and additional costs.

* Failure to optimize the application distribution.

» Performance issues.

* Ineffective communication between various components.

Implementation Model The failure of creating this artifact can result in:

* Lack of synchronization between the logical design and physical implementation.
» Difficulties during testing, debugging and bugs fixing.

* Difficulties in maintaining and enhancing the product

» Might result in project delays.

Application Inventory

The ability to support applications and the ability to outsource them may be severely restricted.
Physical Deployment Model

Failure to create this artifact can result in:

* Inappropriate system performance

* Lack of integration with other enterprise applications

» System instability

* Deployment failure

* Project delays
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