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Privacy Is like oxygen. We really
appreciate it only when it is gone

Charles J. Sykes,
Hoover Institution
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Why Is Access & Privacy Importan

* Openness, transparency and accountabi
expected by the public

e Soclety Is questioning the collection, use
and disclosure of personal informat

* Privacy breaches more commonly
publicized

* Average price tag $600,000 to investigate breac
(Ponemon Breach Study - Oct 2006)




Why Is Access & Privacy Importan
Web 2.0

Next generation of employers wanting
employees to use social networking
technolog

Employers using Facebook to argue job
action cases

SaaS — Software as a Service Is being
considered in organizations
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Lawyers in Canada are increasingly warning their clients about the perils of posting
information on social websites such as Facebook after a small but growing number of cases
faltered because of damning messages and photographs.

Last month, a Newfoundland man's lawsuit was largely foiled, partly because of Facebook
postings that contradicted his claims.

Dennis Terry filed the suit after suffering whiplash from two car accidents in 2001 and 2003.
In addition to other losses, he argued the injuries harmed his social life, claiming his friends
stopped phoning him to go out after he repeatedly declined their invitations.

At one point, Terry testified he had trouble playing pool — a pastime he often enjoyed with
friends — because he was unable to bend over the table after making a couple of shots.




Information Is the current that
changes accountabllity In

governmen

Denis Desautels
Former Auditor General of Canada




Why Is Access to Information
Important?

* Federal
e Sponsorship Scandal

e Provincia

e Cameron Inquiry - NL
 NL Constituency Allowances - Green Report

e Municipal
 Wakerton Tragedy




IM and Access & Privacy

* IM professionals are key to successful
Access and Privacy compliance

« Change happening in the role of IM

professional

e Must build Access & Privacy capacity
within IM/IT community




IM and Access & Privacy

* Information is money! Unauthorized
disclosure I1s bad for business

* IM policies must be put in place for prof
retention, classification and disposal of
records

* IM professionals are the backbone to
protecting personal information




Privacy Danger Zones

 Space
 Intrusion
e Observation
« Communicatio

e Elevators/water
coolers

e Information
e Ethics/data




Why Is Privacy Important




Disclosing Personal Informatio

e must be done In accordance with an act

If an individual consents

for the purpose for which it was obtainec
compiled

compliance of a subpoena, warrant or or
to the Attorney/Auditor General




Disclosing Personal Informatic

* to member of HOA at the request of an
individual

 to protect a person’s health & safety

e so that the next of kin of an injured, ill or
deceased individual may be contacted




Important to Note

When personal information is to be
disclosed, only the minimal amot

necessary to accomplish the purpose
should be provided.




Rernsss Tiap 1M
IM & Privacy Tips

* Never release personal info without a “Proof
of Authority” if someone else is acting on
behalf of another individual

 Encourage a privacy -friendly culture, clean

desk policies

* Records containing personal information
should be shredded, not recycled

 File paper records on a regular basis

» Retrieve photocopies and faxes immediately
from common areas




Rerss=s Tiayp 1M Prnxescy T s

 Restrict access to records center
* Lock-box on electronic systems

* Lock doors and cabinets when you leave
your office

Use strong passwords (numbers/letter
combinations) on all electronic systems

Use encrypted USB Drives

No personal/confidential info permitted
on laptops (VPN Access only)

Properly discard scanners/photocopiers




Lessons Learned GaSasetE&iyc

Newfoundland & Labrador
Health Lab




Case Study Detalls

Outside consultant working from home
iInstalled file sharing program on laptop
computer that was being used for he
research. As a result, information includin
names, sex, date of birth and medical
histories were disclosed relating to
individuals.




Case Study Detalls

The consultant became aware of the
potential breach when called by an
individual identifying himself as
representative of a computer security
company who claimed he was Iin possess
of some of the patient information stored ¢
the consultant’s computer




Actions Taken

« Office of the Chief o ATIPP Office were
Information Officer engaged

were immediately « Victims of breach

notified were immediatel
Police were notified notified

and investigation * Privacy Commissione
began of NL was notified
Canadian technology

company engaged




| essons Learned

e More training is now ¢ Stronger IM policies
available in IM & established for:
Access and Privacy » the handling of

Measures taken i personal informatior

further tighten IT especially for

electronic records

firewalls e PC’s allocated to
Development of employees outside

communication planto  government buildings
handle future potential  (firewalls)
breaches




In Closing

* Public bodies and IM < Identify quick fixes vs.

professionals must
safeguard all
iInformation by making
reasonablesecurity
arrangementsagainst
unauthorizedeccess,
collection, use,

disclosure or disposal.

long term goals In
achieving success in
IM and Access an
Privacy

b 4




Quick Fixes vs. Long Term Goals

e Jurisdictions across ¢ Continued investment
the country in In IM and ATIPP
agreement that policy  resources to recruit,
creation an( train and retain
educational awareness professionals here in
the key to better the province.
compliance in access
and privacy




Thank You
Questions ??




