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Privacy Requires Teamwork 

FOI \ Information Security 

Corporate Communications

Corporate Planning 

2

Corporate Planning 

Operations

Legal

Information Technology Services

Video Services 



TPS CCTV Program

• Research
• Privacy Guidelines
• Concept of Operations
• Technology• Technology
• Governance

• Analysis
• Retention 
• Access
• Policy 
• Procedure 
• Security
• Audit and Evaluation



TPS CCTV Program
Three Pillars

• Proportionality
- Harm or threat to persons/property in identified area based on 
verifiable data.  Coverage proportionate to level of reported crime.

• Balance• Balance
- Not overused.  Used in conjunction with ongoing police measures.

• Accountability
- Governance through training, codes of conduct, policy, procedures,  
privacy guidelines, MFIPPA, FIPPA, Charter, Police Services Act, 
Criminal Code, and Fed/Prov Human Rights.



Protecting Privacy
Choosing the location

• Potential camera locations chosen through comprehen sive 
analysis.

• Physical site inspections by CCTV team identifies p rivacy 
concerns and mitigation strategies.concerns and mitigation strategies.

• Public information meetings in area and door to doo r surveys.



Violent CFS Hotspots:  May 2005-April 2006



City of Toronto Library

42 Division Selected Area





Protecting Privacy
Technology

• Cameras send images via point to point TPS owned fi bre optic 
system directly to Video Services Unit.

• System has security features to detect failure/intr usion 
• Cameras individually programmed to prevent viewing of other 

than public space.



Protecting Privacy
Governance

• Images recorded on Digital Video Recorders housed i n 
secure room at Police Headquarters. 

• System design to prevent unauthorized access to imag es. 
• Access to room through card swipe only – security lo g 

retained and reviewed for all access to room.
• CCTV images sole property of TPS.• CCTV images sole property of TPS.
• All Video Services personnel are trained on IPC Gui delines.
• CCTV images retained for 72 hours unless evidentiar y need. 
• Retrieved evidentiary images placed on DVD with uni que 

number identifier to allow for tracking.  
• Detailed log retained of downloads.  
• Log retained of all access to system control.
• Audit of access to system and images



• When asked if, in general, they thought that CCTV i n public spaces 
was a good idea, 82% agreed or strongly agreed, as opposed to 18% 
who disagreed or strongly disagreed,

• When asked if CCTV cameras invaded people’s priva cy, just over 
one-quarter (27%) agreed or strongly agreed, while the remaining 
73% disagreed or strongly disagreed,

• 84% of respondents agreed or strongly agreed with  the statement 

It’s All About Trust

• 84% of respondents agreed or strongly agreed with  the statement 
“it would be okay to use CCTV cameras”,

• 88% of respondents agreed or strongly agreed with  the statement 
“people have a right to know whenever they are bein g watched by a 
camera”,

• 71% of respondents agreed or strongly agreed with  the statement 
“people are more likely to visit an area being watc hed by a camera”,


