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Agenda

• Background
– Concepts and Definitions

• Computers
– Hardware, software
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– Hardware, software
– Internet

• Systems
– Services: network, hosting, registration, applications, portals, backup, 

archiving
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Why Does Privacy Care About Technology?

• Without technology, privacy is a part of physical reality
– I walk down the street. If no one else is there, I can assume I am unobserved.

• With technology, privacy is no longer a physical reality
– I walk down the street. If no one else is there, video surveillance cameras may 

still be recording me even if I think I’m alone.
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• As technology evolves
– it becomes cheaper and more convenient to store information for longer 

periods of time
– machines can read information without human intervention

• The most effective privacy controls: practicality and expense
– Technology equals information that cheap, fast, each, searchable, storable and 

aggregatable
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Technology

• “An animal species’ usage and knowledge of tools and crafts, and how it affects an 
animal species’ ability to control and adapt its environment”

– Objects of humanity: machines, hardware or utensils
– Systems, methods of organization and techniques
– Applied to general or specific areas, e.g. by industry or field
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• Begins with the conversion of natural resources into tools
– Prehistorical: the ability to control fire, the invention of the wheel
– Recent: the printing press, telephone and Internet

• Impact on society
– Develop more advanced economies, a leisure class
– Pollution, depleted natural resources

• The debate: does technology improve the human condition or worsen it?
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The Relevant Type of Technology

• “The entities, both material and immaterial, created by the application of 
mental and physical effort in order to achieve some value. In this usage, 
technology refers to tools and machines that may be used to solve real-
world problems.”
– Simple tools, e.g. crowbar, spoon
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– Simple tools, e.g. crowbar, spoon
– Complex machines, e.g. space station, particle accelerator

• This also includes virtual entities
– Computers
– Internet
– Systems
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Computers

• A machine that manipulates data according to a set of instructions
– Machine = hardware

• Disks, keyboard, mouse, monitor, tower, media card, speakers
– Set of instructions = software
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• The brain of a computer is called a Central Processing Unit (CPU) which:
1. Can perform some simple logic
2. Can transit electronic signals very fast

Together #1 and #2 carry out *all* tasks using many (many) steps

• Computers need hardware and software to function



6

Computer Lingo

• Bit
– A binary unit, a unit of information, two possible values: on or off

• Byte
– A word meaning 8 bits together, a basic chunk of information
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– A word meaning 8 bits together, a basic chunk of information

• Hertz
– A measurement of frequency, or cycles per second

• Mega / Giga / Tera
– A unit of measurement that can be applies to bytes and hertz

• mega = millions, giga = billions, tera = 1000 giga
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Bits and Bytes
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Hardware (Peripherals)

• Communicating with the computer
– Mouse
– Keyboard

• Displaying output from the computer
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• Displaying output from the computer
– Monitor
– Printer
– Disks (CDs, floppy, keys)
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Software – Operating System

• Set of instructions that controls the functionality of the computer
– Input and output of information
– Hardware operations and interface
– Information management, storage and retrieval
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• Examples
– DOS, Windows XP, 2000, Vista
– Mac OS
– Linux
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Software – Applications

• Word processing – documents, letters and reports

• Database – manipulation, processing, analysis of information of all 
varieties
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• Spreadsheets – calculators, number crunching

• Internet browsers

• E-mail programs

• World Wide Web
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‘Special’ Computers

• Servers are a special types of computer that runs a program that provides 
services to other computers (clients) that are connected to it

• Server functionality is complex and varied = some computers exist only as 
servers
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• The clients request the server to do certain tasks
– A file server is a machine which keeps files, and allows clients to 

upload and download them from it. 
– A web server is a machine that hosts web sites and allows Internet 

users (clients) to access these web sites. 
– A mail server is a machine which, along with the storage and 

management of email messages, provides service to email users who 
can read, retrieve, and manage these emails messages.
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Networking and the Internet

• Computers have been used to coordinate information between multiple 
locations since the 1950s. 
– SAGE (US military system), Sabre (special-purpose commercial 

systems)
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• Computer engineers at research institutions began to link their computers 
together using telecommunications technology in the 1970s
– Funded by Advanced Research Projects Agency (ARPA) of the US 

Department of Defense
– The Internet started as one of several products
– Other options: Xanadu (1960), Gopher and Archive (1990’s), Z39.50
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The Internet

• The original goal that lead to the Internet was to develop robust packet 
switching technology

• Packet switching started with the goal of making telephone and teletype 
networks more reliable
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networks more reliable
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What is Packet Switching?

• Alpha, Bravo, Charlie
– 3 military bases with telephone lines running between them
– Lines between Alpha and Bravo travel over a bridge
– Enemy disrupts communications by bombing the bridge

• A packet-switched network would be able to detect this sort of attack and 
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• A packet-switched network would be able to detect this sort of attack and 
automatically re-establish communications between Alpha and Bravo by connecting 
both bases with Charlie

• “Self healing network” not obvious in 1966 when ARPA started the packet-switched 
network

– Phone lines basically went point-to-point
– One telephone conversation used the entire channel
– If Alpha:Bravo connection broke, an operator at Charlie would have to manually 

link together two trunk lines
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How the Internet Changed Computers

• The emergence of networking involved a redefinition of the nature and 
boundaries of the computer

• Computer operating systems and applications were modified to include the 
ability to define and access the resources of other computers on the 
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ability to define and access the resources of other computers on the 
network, such as peripheral devices, stored information, and the like, as 
extensions of the resources of an individual computer. 

• Initially available only to high-tech environments
– Applications (e.g. email) + Cheap Fast Networking (e.g. Ethernet) = 

ubiquitous computer networking
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Technology Services

• There are 7 different kinds of major processes that support the 
development of information and information technology systems
1. Network
2. Hosting
3. Registration
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3. Registration
4. Applications
5. Portals
6. Backup 
7. Archiving
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Where We’re Going
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Network

A computer network is a collection of computers and devices connected to each other that allows communication

1. Connection methods
– Hardware and software is used to interconnect the individual devices in the network
– Hardware: optical fiber, Ethernet (hubs, switches, bridges, routers), Wireless (radio waves, infrared 

signals)

2. Scale
– Scope and purpose determines type: Local Area Network (LAN), Wide Area Network (WAN), Metropolitan 
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– Scope and purpose determines type: Local Area Network (LAN), Wide Area Network (WAN), Metropolitan 
Area Network (MAN), Personal Area Network (PAN), Virtual Private Network (VPN), Campus Area 
Network (CAN), Storage Area Network (SAN)

– Usage, trust levels and access rights often differ between these types of network
• LANs tend to be designed for internal use by an organization's internal systems and employees in 

individual physical locations (such as a building), while WANs may connect physically separate parts 
of an organization to each other and may include connections to third parties

3. Functional relationship (network architecture)
– Computer networks may be classified according to the functional relationships which exist among the 

elements, e.g. P2P

4. Network topology
– Signifies the way the devices in the network logically relate to each other
– Logical v. physical: can be placed physically in a line, but connected by a hub
– Can be classified by data conveyance method: analog v. digital
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Network Model

• Network are designed using the Open Systems Interconnection Reference 
Model (OSI Model)
– Description for layered communications
– Description for computer network protocol design
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• OSI divides network architecture into seven layers which, from top to 
bottom, are the:
– Application, Presentation, Session, Transport, Network, Data-Link, and 

Physical Layers
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Network Lingo

• Routers
– A networking device with 

software and hardware that 
is tailored to the task of 
directing and forwarding 
information

• For example, on the 
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• For example, on the 
Internet, information is 
directed to various 
paths by routers. 



21

Network Lingo

• Switches
– A network bridge that 

connects segments, 
processes and routes data 
at the data link layer or 
network layer

Office of the Chief Information and Privacy Officer
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Network Lingo

• Hubs
– A device at the physical layer for connecting multiple cables together to force 

them to act as a single network
– Hubs do not manage any of the traffic that comes through them, and any packet 

entering any port is broadcast out on every other port. Since every packet is 
being sent out through every other port, packet collisions result—which greatly 
impedes the smooth flow of traffic.

Office of the Chief Information and Privacy Officer
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Types of Networks

• PAN : Personal area network
– Used for communication among computer devices close to one person, e.g. printer, fax 

machine, PDA

• LAN : Local area network
– Covers a small physical area, e.g. a home, office or small group of building

• For example, a library may have a wired or wireless LAN for users to interconnect 
local devices (e.g., printers and servers) and to connect to the internet
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• For example, a library may have a wired or wireless LAN for users to interconnect 
local devices (e.g., printers and servers) and to connect to the internet

• CAN : Campus area network
– A computer network made up of interconnected LANs within a specific geographical area

• In the case of a university campus-based campus area network, the network is likely 
to link a variety of campus buildings including; academic departments, the university 
library and student residence halls

• Typically larger than a LAN but smaller then other networks (e.g. Wide Area Network 
or WAN)

– The main aim of a campus area network is to facilitate students accessing internet and 
university resources. This is a network that connects two or more LANs but that is limited 
to a specific and contiguous geographical area such as a college campus, industrial 
complex, office building, or a military base
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Example of a Library LAN

• Staff computers 
(bright green in the 
figure) can get to 
the color printer, 
checkout records, 
and the academic 
network and the 
Internet. 
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Internet. 
• All user computers 

can get to the 
Internet and the 
card catalog. 

• Each workgroup 
can get to its local 
printer. 

• Printers are not 
accessible from 
outside their 
workgroup.



25

Types of Networks

• MAN : Metropolitan area network
– Connects 2 or more LAN or CAN but does not extend beyond the boundaries of the immediate town/city

• WAN : Wide area network
– Connects a broad area, e.g. across national boundaries like the Internet
– A data communications network that covers a relatively broad geographic area (i.e. one city to another 

and one country to another country) and that often uses transmission facilities provided by common 
carriers, such as telephone companies

– Requires physical layer, data link layer and network layer
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– Requires physical layer, data link layer and network layer

• GAN : Global area network
– No common definition, however, it a model to supporting mobile communications across an arbitrary 

number of wireless LANs, satellite coverage areas, etc. that involves a succession of terrestrial Wireless 
Local Area Networks (WLAN)

• VPN : Virtual private network
– Some of the links between nodes are carried by open connections or virtual circuits in some larger 

network (e.g., the Internet) instead of by physical wires
– One common application is secure communications through the public Internet, but a VPN need not have 

explicit security features, such as authentication or content encryption
– A VPN allows computer users to appear to be editing from an IP address location other than the one 

which connects the actual computer to the Internet
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Internetworks

• Connecting two or more distinct computer networks or network segments via a common routing technology 
called Internet Protocol (IP)

– 3 variants of internetwork, depending on who administers and who participates in them including Intranet, 
Extranet and Internet

• Intranet
– A set of networks using Internet Protocol (IP) based tools such as web browsers and file transfer 

applications under the control of a single administrative entity
– Closed to anyone but specific, authorized users, typically within the internal network of an organization
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– Closed to anyone but specific, authorized users, typically within the internal network of an organization

• Extranet
– A network or internetwork limited in scope to a single organization or entity but which also has limited 

connections to the networks of one or more other usually, but not necessarily, trusted organizations or 
entities 

• For example, the government may allow citizens to have access to some part of its intranet which 
makes it an extranet

• Internet
– A specific internetwork of government, academic, public and private networks 
– Communications backbone underlying the World Wide Web
– The 'Internet' is most commonly spelled with a capital 'I' as a proper noun, for historical reasons and to 

distinguish it from other generic internetworks
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Hosting

• Two different kinds of hosting:
– Self hosting, software distribution providing source code to re-compile from 

scratch
– Internet hosting services, which can be full featured, limited or application 

specific, and allows clients to delivery content to the Internet
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• Core Internet concept: every website is ‘hosted’ somewhere
– A hosting entity runs a machine that stores a given website
– A hosting entity makes it possible  for other machines to find the website on 

their machine

• Internet Service Providers (ISP) typically provide physical space on their servers to 
create and manage websites and runs the software that enables those websites to 
be found by those looking for them around the world



28

Types of Internet Hosting Services

• Full featured hosting: 
– virtual private server, dedicated hosting, colocation centre

• Limited or Application-specific hosting:
– web hosting
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– web hosting
– free hosting, shared hosting, clustered hosting
– reseller hosting, FFmpeg hosting
– blog hosting, guild hosting, image hosting, video hosting, wiki farms, 

application hosting, social network hosting
– file hosting, remote backup services, game server hosting, domain 

name services (DNS) hosting, email hosting
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Full Featured Hosting Services

• Dedicated Hosting Services, or Managed Hosting Services
– The hosting service provider owns and manages the machine, leasing 

full control to the client
– Management of the server can include monitoring to ensure the server 

continues to work effectively, backup services, installation of security 
patches and various levels of technical support
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patches and various levels of technical support

• Virtual Private Servers
– Virtualization technology is employed in order to allow multiple logical 

servers to run on a single physical server

• Colocation Facilities
– Provides an Internet connection, uninterruptible power and climate 

control, but let the client do their own system administration
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Hosting Lingo

• Black Box, Gray Box, White Box
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A Map of Internet Hosts
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Registration

• Process: enabling people to become a registered user of a system
– A person becomes registered by providing credentials such as a username and 

password
– Non registered end users are referred to as ‘guests’
– Providing the proper credentials for a website is called logging in or signing in
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• Technology: devices for collecting, processes and storing identity and / or device 
credentials

• Advantages:
– Customized data displayed
– Personalized settings
– Enable actions related to identity
– Access private data
– Control automated edits
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Registration Screen – Hotmail
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Registration Lingo

• Directory Service
– A software system that stores, organizes and provides access to 

information in a directory
– A directory enables the look up of a name, and multiple, different 

pieces of information associated with that name
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pieces of information associated with that name

• Directories may be narrow or broad, but must have a name and an 
associated data type
– E.g. telephone directory contains names and telephone numbers
– E.g. a domain name service contains names and IP addresses 
– E.g. a network operating system contains resources
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Directory Service
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Applications

• Application software is a type of computer software
– A tool that functions and is operated by computers that employs the computer 

directly and thoroughly to a task that the user wishes to perform
• Word processes, spreadsheets, media players, database applications

– User written software tailors an application to meet a specific need
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• Email filters, spreadsheet templates, graphics

• Hardware = Software as Electricity = Light Bulb

• Embedded systems
– application software and the operating system software may be 

indistinguishable to the user, as in the case of software used to control a VCR, 
DVD player or a microwave oven
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Application Lingo

• Database
– Structure collection of data stored in a computer system
– Structure commonly defined by relational model (also can be hierarchical or 

network models)

• File System Directory
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• File System Directory
– A virtual container within a filing system that groups files and other directories

• Database Directory
– A repository or database of information that is meant to be read, searched and 

/ or browsed
– Web directories offer access to a categorized listing of websites optimized for 

lookup, search or browsing
– White pages directory services are general purpose directories, e.g. LDAP / 

WHOIS
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Open Office Software Application
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Portals

• A web system that provides the functions and features to authenticate and 
identify the users and provide them with a customizable web-interface for 
facilitating access to information and services that are of relevance and 
interests to the user
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• To the organization that sets up the portal, it is a system that provides 
versatile functions for the organization to catalogue or organize collections 
of different and multiple sources of information and service resources for 
dissemination to many users according to their specific privileges, needs 
and interest
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Portal Lingo

• Cookies
– A small string of text stored on a user's computer by a web browser
– Consists of one or more name-value pairs containing bits of 

information such as user preferences, shopping cart contents, the 
identifier for a server-based session or other data used by websites
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identifier for a server-based session or other data used by websites
– Persistent cookies are set with expiration dates or until the user 

deletes the cookie



41

Portal Site – 123Goal
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Backup

• Backups refer to making copies of data so it may be used to restore the original 
after a data loss, and therefore must include at least one copy of all data worth 
saving = large data storage requirements

• Backups are useful primarily for two purposes. 
– Restore state following a disaster, or disaster recovery
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– Restore state following a disaster, or disaster recovery
– Restore small numbers of files after they have been accidentally deleted or 

corrupted

• Many different ways in which backup devices can be arranged to provide 
geographic redundancy, data security, and portability

• Before backup, data must be selected, extracted, and manipulated
– Different techniques, consideration of open files, live data sources, 

compression, encryption, and de-duplication
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Backup Tapes
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Archiving

• A file archiver is a computer program that combines a number of files into 
one archive file, or a series of archive files
– Done for easier transportation and storage

• Basic file archivers take lists of files and concatenate their contents 
sequentially into an archive
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sequentially into an archive
– The archive must include some information about names and lengths 

of originals files for reconstruction
– File metadata is also stored, typically including operating system 

information, timestamps, ownership and access controls

• Creating an archive file is called archiving (or packing)
• Reconstructing the original files from the archive is called unarchiving (or 

unpacking)
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File Archiver
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Systems

• A set of interacting or interdependent entities, real or abstract, forming an integrated 
whole

– Set of relationships
– These relationships are different from other relationships
– There are elements that exist outside the relationships

• Can include independent abstract properties such as concepts, principles
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• Can include independent abstract properties such as concepts, principles

• Characteristics:
– Abstraction of reality
– A structure defined by parts and their composition
– Defined behaviour involving inputs, processing and outputs of some thing (e.g. 

information)
– Functional and structural interconnectivity between the system parts 

• The term system may also refer to a set of rules that governs behavior or structure.
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The Relevant System

• For computers, a system is the components that are connected together to 
facilitate the flow of information

• A computer system can also be a method, e.g. email system
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• A computer system can also refer to a software or hardware framework, 
designed to allow software programs to run, e.g. a platform
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System Diagram
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Technology System Diagram
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Resources

• Office of the Chief Information Privacy Officer (OCIPO)
– (416) 212-7061
– Intranet: http://intra.cio.gov.on.ca/im/
– Internet: http://www.accessandprivacy.gov.on.ca/

• Wikipedia
– http://en.wikipedia.org/wiki/Technology
– http://en.wikipedia.org/wiki/Computers
– http://en.wikipedia.org/wiki/System
– http://en.wikipedia.org/wiki/Computer_network
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– http://en.wikipedia.org/wiki/Computer_network
– http://en.wikipedia.org/wiki/Internet_hosting_service
– http://en.wikipedia.org/wiki/Registered_user
– http://en.wikipedia.org/wiki/Application_software
– http://en.wikipedia.org/wiki/Web_portal
– http://en.wikipedia.org/wiki/Backup
– http://en.wikipedia.org/wiki/File_archiver
– http://en.wikipedia.org/wiki/Information_security

• Introduction to Computers, http://winbeginners.com/tutorials/intro_comp.html

• GO-ITS Security Standards

• Geek Glossary, http://www.pbs.org/opb/nerds2.0.1/geek_glossary/
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