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Agenda:

� What is a PIA and why do one?

� What’s in a PIA?

� What makes an effective PIA?

� Challenges



What is a PIA?

� A Privacy Impact Assessment evaluates how a 
project will affect privacy

� A PIA is an exercise in due diligence

� A written report that may be:
� Submitted to a 3rd party for review
� Used as an internal reference
� Forgotten...!



A PIA is not…

� Project charter

� Technical 
architecture

� Contract

� Security 
assessment

� Marketing bumf

� Get out of jail free card

� (Although it has elements
of all of the above)



Why do a PIA?
� Risk mitigation

� identify privacy risks and document mitigation strategies

� Saves time and money
� re-design is expensive

� Confirms legal authority to collect, use, and disclose personal 
information 

� Marketing/communications
� Assures citizens/customers that 

you have considered privacy

� Ethics
� fair information practices

� Sometimes you have to!



PIA triggers

� Consider a PIA when you plan a…

� New system or administrative practice 

� or

� Major change to an existing system or practice

� that will...

� Collect, use, or disclose identifying information

� Also used for reviewing existing systems and practices for 
compliance and in investigations



Mandatory triggers…

� Health Information Act (Alberta)
� Mandatory for proposed systems and practices that collect, use or disclose 

identifiable health information (s. 64)
� Commissioner review

� FOIPP (BC)
� Mandatory
� No Commissioner review in Act

� Treasury Board (Canada) Policy
� Federal departments and

agencies
� Commissioner review

� Provincial Ministry policies



Elements of a good PIA
� Description of privacy organization

� Is there a “privacy culture?”

� Overview of the project and benefits

� Legal authority to collect, use and 
disclose personal or health information

� Information flow

� Analysis of privacy risks and mitigations

� Communications & consultation

� Review & compliance plans



Who should write a PIA?

� Someone with an intimate understanding of your business, who 
knows privacy law, your regulatory environment, technology, risk
analysis, security, records management, project management, 
communications and who can achieve executive buy-in

� Or you can assemble a team…
� Privacy lead
� Business area
� Legal counsel
� Information technology
� Records management
� Communications



The heart of a good PIA:  
Information flow diagram

Organization A

Organization BDatabase A

Application A

Database B

�

�

� Collect, Privacy Law, Section 1(b)
� Use, Privacy Law, Section 3(c)
� Disclose, Privacy Law, Section 8(n)

�



The brains of a good PIA:
Risk analysis & mitigation

� Identify potential threats to privacy
� Consider impact and probability
� Should be project-specific

� Determine ways to reduce risk
� Mitigate
� Transfer (hard to do for privacy)
� Accept

� We recognize that you can’t 
eliminate all risk
� No risk = no business



Example risk analysis

� Risk:
� Authorized users may browse electronic records 

for non-business reasons
� Probability?  Impact?

� Mitigation strategies
� Access controls and 

permissions
� Training and awareness
� Audit of user activity



Characteristics of an effective PIA

� Non-technical
� Avoid IT, legal jargon

� A living document
� Include in project library, 

user documentation
� Reference for future reviews

� Available to the public



Timing

� When to start writing PIA
� Too early?
� Too late?

� Privacy should be considered 
when developing business 
requirements

� Start considering privacy early
� PIA simply becomes a matter of 

documenting the privacy design 
already considered



Build PIA into existing 
business processes
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Common PIA challenges

� System built before considering 
privacy impacts

� Lack of underpinning documentation 
� (MOUs, contracts, etc.)

� Project not well defined
� Scope creep



Common PIA challenges

� Imported solutions
� “The vendor says it’s HIPPA-compliant!”

� PIA seen as roadblock
� Executive buy-in 
� Project team buy-in

� Once PIAs become routine
� Cookie-cutter approach



The PIA’s done…Now what?
� Monitor compliance

� Do a review a year or two later
� Does the system really work the way everyone 

thought it would?

� Has anything significant 
changed?
� New information flows
� Change in security arrangements
� New organizations using/receiving data

� Amend
� You may not be able to capture the 

‘long-term vision’ 
� Limit PIA scope to the current project



Review

� Know your environment
� Assemble a team with needed skills Build on 

existing processes
� Cover PIA elements
� Dust it off and 

Check for compliance



Questions



Resources

� Forms and instructions

www.oipc.ab.ca/pia (Alberta)

www.oipc.sk.ca/resources.htm (Saskatchewan)

http://www.ombudsman.mb.ca/compliance-phia.htm (Manitoba)


