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e Saskatoon Health Region — overview
o Participant Exercise

o Culture of Privacy

e Our journey in employee education

e Questions
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Eaifféoglrith Saskatoon Health Region

R\e.gion/ Who are we?

o Saskatchewan’s largest health region, serving 291,000
residents

e Services and programs provided in more than 75 facilities

e Largest employer in the province with more than 12,000
employees

 More than 800 physicians

 Training opportunities to more than 2000 health sciences
students

o Supported by more than 8,000 registered volunteers
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Saskatoon :
( Health Privacy and Access

R\e-gion/ Office

e Established Fall 2005

* First dedicated office in Regional Health
Authorities within Saskatchewan

 Mandate for Health Information Privacy and
Freedom of Information

o 2.7 Full-time employees




Now, let’s get to know
YOul...

Name and job title

Age and marital status
Weight

Mental health conditions
Drug or alcohol problems, past or present

Sexually transmitted diseases
— How many?
— Names of partners



Would that make you
feel....

Exposed?






Creating a Culture of
Privacy

Culture change is about:

« Infusing confidentiality responsibilities throughout
the organization

« Empowering employees at ALL levels to do the
right thing.

We have to understand that legislation alone
cannot and will not change a culture.



Why Is It Important?

 Consumer confidence!
e Legal implications
« Organizational issues
— Time
— Money



Patient information cards sold at auction
- The Star Phoenix, May 30, 2007

The Saskatoon Health Region apologized Tuesday after more than
2,000 patient information cards that were supposed to be treated as
"very confidential" were accidentally sold at an au ction of health
region surplus material rather than shredded.



Our Jotirney

Mandatory Gunshot and Stab Wounds Mandatory
Reporting Act

Disclosure to Police Officers
— Regulation under HIPA

Changes in legislation resulted in need for staff
education and collaboration with police

— Policy development under way



Steps In our Journey
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ASSess
Where are we?

Track Consultations
Surveys

Breaches

Patient feedback



Analyze
What does this mean?

 Where are the gaps?
 \Who needs education?
 What do they need?
 How should it be done?




Develop
What do we do?

 Policies
 Education Sessions
— New employees
— New managers

e Other Tools
— Newsletters, FAQ’s, etc.

Goal = Shift in Culture



Develop, cont.
Policies / Procedures

Unless policies are inter-woven into the fabric of a hospital’s
day-to-day operations, they will not work. Hospitals must ensure
that they not only educate their staff about the Act and
Information policies and practices implemented by the hospital,
but must also ensure that privacy becomes embedded into their
Institutional culture.

Health Order HO-002 released July 31, 2006
The Information and Privacy Commissioner of Ontario



Develop, cont.
Policies / Procedures

The overall goal for any policy or procedure document is for the

design to be simple, consistent, and easy to use.

Policies are:

Are written in clear, concise, simple language.
Address what is the rule rather than how to implement the rule.

Policy statements are readily available and their authority is
clear.

Designated owner, authority and outcome Is identified in each
policy



Develop, cont.
Policies / Procedures

Procedures are :

 tied to policies — they provide instructions on
how to implement the policy

» developed with the employee in mind
e easy to understand
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Speed & CIanty




Develop, cont.
Policies / Procedures

Avoid wishy-washy phrases

- Always try...

- In these circumstances, you should...
- When possible....

- You may...

Provide clear direction!



Develop, cont.
Education Sessions

Develop programs based on assessed needs
In the organization

 Key messages stay the same (culture!)
 May change based on area
 Develop tools for managers to train



Develop, cont.
Education Sessions

It is very common to use PowerPoint presentations i n education
sessions. It is tempting to put as much information on the slides as
possible. You may think this makes it easier forem  ployees since they can
not only hear you speak the information, but they c an read it as well.
Unfortunately, running too much information togethe r is overwhelming
and people will tune the information out. This type of thing is called grey
space. Basically, the words start to run togethera  nd end up looking the
same — like grey matter. What you need to do is ensu  re that your
presentations (or documents for that matter) have e =~ mpty space within it
so it doesn’t overwhelm the audience. Adding a few different colors and
or pictures can be visually pleasing as well, but j ust make sure you don't
overdo it — the mind can only concentrate on so much . If you start to use
several different fonts, colors, and pictures you w ill run into the same
type of overload. See what | mean?



Develop, cont.
Awareness Tools

Keep privacy on employee’s minds through
regular awareness

o Articles  Templates (i.e. schedules,
e Memos confidentiality agreements)
« Table toppers * Newsletters

* Pay stub messages



Deliver
Get the message out!

Who should train?

o Self-training
« Managers
* Privacy Office



Deliver, cont.

What | hear, | forget.
What | see, | remember.
What | do, | understand.

- Confucius



Deliver, cont.

How do employees learn effectively?

Proactive involvement  « Good trainer
Relevant and practical e+ Receive feedback
Organized  When rewarded

Informal, quiet,
comfortable



Deliver, cont.

5 ways to lose an audience...

- Speak in technical terms / quote legislation
- Let them know you are the “privacy police”
- Overwhelm with information

- Insufficient knowledge

- Drag it out



Deliver, cont.

| am always ready to learn although | do
not always like being taught.

- Winston Churchill



Deliver, cont.

Know your audience!

- Have they had previous training?

- Are there specific issues they are dealing
with?

- What type of information do they handle?



Deliver, cont.

Make it easy for employees — use your internal
website!

All communication material / tools
Training opportunities

Links to legislation / applicable websites
Contact information



Deliver, cont.

Always look for coaching moments

Tell stories

Use the grapevine

- Host special events

- Foster privacy champions



Evaluation
How did we do?

e Evaluation forms
e Reaction
 Behaviours

o Attitudes
 Knowledge



The End

The only kind of learning which significantly
Influences behaviour Is self-discovered or

self-appropriated learning - truth that has
been assimilated in experience.

- Carl Rogers



Questions...



Thank you!

Bobbylynn Stewart, Privacy Officer
Saskatoon Health Region
(306) 655-3327

bobbylynn.stewart@saskatoonhealthregion.ca



