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Profile of Petro-Canada

» Operating and financial metrics:

- One of Canada’s largest integrated oil and gas companies and
a significant international player

- Production — 425,000 barrels of oil equivalent per day in
2005 (both domestic and international)

- Products — 2 refineries and a lubricants plant; over 2000
marketing locations

- 2005 Cash Flow — $4 billion

» Approximately 4800 employees
- 4500 located in Canada
- includes 1200 unionized/hourly staff (~25%)
- 300 located internationally, and

Thousands of 3rd parties working on behalf of the H
company (e.g. retailers, contractors, land agents) PETRO-CANADA




Approach to employee privacy compliance &
awareness

Discussion will focus on:
o Principles and Governance

o Initial Steps

o Training and Communication

« Consent Model

« Records Management

o Access Request and Complaint Process

e Other Issues
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Principles and Governance

Manage privacy matters utilizing existing processes & resources
(e.g. HR Business Advisors, Business Leaders & Supervisors)

» Minimize impact of privacy compliance on additional costs using a
“reasonable” approach

« Treat all employees equally under same privacy policy regardless of
applicable legislation or geographic region

o V.P. of EHS/CR is CPO corporate-wide. However, designated HR staff
are responsible for implementing employee privacy policy & procedures

« Reviewed approach with Board of Directors Governance Committee

- ongoing accountability and reporting of privacy compliance

« To ensure privacy compliance is sustained, we integrated

a privacy component into existing internal audit process H
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Initial Steps

Conducted audit of current practices in 2002 to assess privacy gaps
(non-compliance or risk of)

- another audit completed following program implementation in 2004
to address outstanding issues

o Privacy Project Team / HR Privacy Coordinator developed Privacy
Policy & Procedures, communications, processes, practical guidelines
for HR, leaders and supervisors

« Developed comprehensive Privacy Office reference manuals and
guidelines

« Developed Privacy Impact Assessment methodology and awareness

il
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Training and Communication

Communications under Respect and Protect theme

o Train the trainers (HR Business Advisors)

« HR Advisors then rolled-out privacy compliance procedures to all
leadership / supervisory teams

- practical guidelines developed including retail sites and
field operations

- some employees received privacy compliance training dealing with
both employee and customer related issues

- roll-out took place across Canada only. International employees
under European Data Protection Act or USA Federal & State laws.

il
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Training and Communication

o Leaders / supervisors determine actions required within their teams

» General communication to all employees to emphasize importance of
privacy and how it impacts their roles:

- email from CEO

- internal newsletters
- notification brochure
- intranet site

- coffee room posters
- team workshops
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Consent Model

Followed Alberta and British Columbia PIPA guidelines

« Implied consent for existing and former employees upon Privacy
program implementation January 2004

« Express consent for new hires and new retirees / terminations since
January 2004

« Assume all personal information collected is reasonable for legal and
program administration and, therefore, opting out may not be possible
in most cases

il
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Employee Records Management

Responsible employee records management is an important process
forI minlimizing privacy risk and a major challenge, both practical and
cultura

« Modified records retention procedures to reflect privacy concerns

« Centralized files and adherence to retention schedules & secure
destruction are key

« Official Corporate HR:
- Calgary for all Canadian Corporate HR files, except for
- Inactive files held in Quebec (generally French language)

« Most cleanup work on off-site records was completed in 2005

« Our HR records management strategy includes an increasingly greater
reliance on electronic records, enabling (1UICK access across the
organization, automatic retention schedule compliance, etc

« Ongoing concern and follow-up re. electronic personal H
information and “shadow files PETROCRRADE




Access Request and Complaint Process

Most employee personal information held by company is accessible via:

« “My HR Desktop”
- Employees responsible to ensure their personal information located
on the self-serve “My HR Desktop” is correct

« Official employee file can be accessed either through Supervisor or HR
Business Advisor

« Local Occupational Health Centre for medical or employee assistance
information (done directly by employee)

« HR Privacy Coordinator assists with formal access requests and
complaints if needed

Employees are encouraged to use existing processes
wherever possible and to contact their HR Business H
Advisor with concerns PETRO-CANADA
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Other Issues

3rd Party supplier compliance

- pushback from some 3rd parties on our privacy contracts;
negotiated case by case; most suppliers have been cooperative

« E-mails represent a privacy risk
- we have addressed solutions over the short term related to usage
tips and HR records filing; longer-term solutions part of new
corporate-wide records initiative

o Occupational health / EAP
- aligned processes with overall corporate privacy protocol

« Jurisdiction uncertainty
- so far, not an unmanageable issue

» Keeping privacy alive H

- Our biggest challenge is ensuring ongoing privacy awarenessPETROGNADA
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Questions?
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