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Agenda

» Telemarketing

— National DNC List/B.C. telemarketing regulation
* Spam

— Federal task force/action plan
 Self-regulation

— CMA Code of Ethics
« PIPEDA

— 2006 Review/Key Findings




Telemarketlng -- National DNC List
First proposed by CMA in 2001

* CRTC unveiled new telemarketing regulations in
May 04; very problematic and stayed in Sept. 04

» DNCL legislation (C-37) introduced Dec. 04

 CRTC authorized to establish list when Bill C-37
passed in late 2005.

» CRTC also reviewing current telemarketing rules

» CMA submitted brief to CRTC on operation of
national DNCL and other telemarketing rules




Telemarketing -- National DNC List

Applies to all calls for purposes of soliciting a sale or
donation

Certain exemptions set out by Parliament

Administrative monetary penalties

Envisions on outsourcing of the database operation.




Telemarketing -- National DNC List

 Existing business relationship

— 18 months — exists where a consumer has made a
purchase or donation, has rented, leased or contracted for,
or has otherwise participated in a organizations provision
of products or services within the past 18 months, or a
period consistent with that organization’s normal buying

cycle

— 6 months — exists for six months from the date of an
inquiry or application from a consumer.




Telemarketing — FTC DNC Registry

+ Introduced October 2003 S =
« Annual fees g
— Data for up to five area codes free
— Annual fee is $40 per area code of data (after five)
— Maximum annual fee -- $11,000

Exemptions for political parties, charities and market
research and for calls to existing customers

100 million phone numbers registered with service




Telemarketing — National DNC List
* CMA recommending:
— Clarification on applicability
— Consumer information remain on list for three years
— 60-day window of compliance for telemarketers

— Complete reconsideration for existing telemarketing
rules

— Reasonable costs




Telemarketing — B.C. licensing
» Came into effect in B.C. on Oct. 1, 2005

» Administered by province’s Business Practices and
Consumer Protection Authority

* Includes operating and reporting requirements and
identifies penalties for violations of the regulation

» Imposed calling hour restrictions

» CMA raised jurisdictional concerns during
consultations




Telemarketing — B.C. licensing

» Telemarketers operating in B.C. or who contact
consumers in B.C. for purpose of entering into a
contract over the phone or by fax, or undertaking
third-party fund raising, subject to new licensing
regulation

» Allows BPCPA to request criminal record checks and
other information from applicants to ensure
legitimacy of telemarketer

« Exemptions: Insurers and banks




Spam — Anti-Spam Task Force

« January 2004
— U.S. CAN-SPAM Act becomes law

. May 2004

— Industry Canada launches spam action plan and
creates federal Anti-Spam Task Force

— CMA one of 10 members
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Spam — Anti-Spam Task Force

. May 2005

— Canada’s Anti-Spam Task Force issues report:
Stopping Spam: Creating a Stronger, Safer Internet
 Contains six-point action plan to help Canadians
eradicate, and be protected from, e-mail spam
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Spam Action Plan - Recommendations
» Federal government should continue to
pursue multi-faceted “stop spam” strategy

« Legislation to prohibit spam that includes civil
and criminal penalties

« Ongoing ISP measurement of spam problem
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Spam Action Plan - Recommendations

« Implementation of best practices for e-mail
marketing (obtaining informed consent from e-
mail recipients; providing opt-out and
complaint platforms)

« Ongoing awareness and education (“Stop
Spam Here” program underway)

* International co-operation, including bilateral
agreements with other countries
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Spam Action Plan — What's Ahead

Possible introduction of
made-in-Canada legislation in late 2006

Is spam still a major problem?
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Self-Regulation

15



Self-Regulation — CMA Code of Ethics
» Established in 1970s

« Early 1990s: CMA membership recognized
need for greater industry self-regulation
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Self-Regulation — CMA Code of Ethics

e 1993 -- CMA Code of Ethics

— Mandatory for Association members
— Gave consumers greater confidence and recourse

— Set the bar for DNC, full and fair disclosure, privacy
protection, etc.

« Constant review to ensure Code reflects
current marketing best practices
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Self-Regulation — CMA Code of Ethics

« Significant amendments:
—1996: Positive consent for sensitive info
—1997: Internet marketing
—1999: Marketing to children
—2002: Marketing to teenagers
—2002: Opt-out consent for secondary mkig.
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Self-Regulation — CMA Code of Ethics

« Last holistic update over 10 years ago
— New sections added on
— Foundational elements mail order oriented
— Language outdated — tech & channel
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Self-Regulation — CMA Code of Ethics

 Review Process
— Examined over 60 codes from around the world

» Codes ranged from comprehensive binders to
statements of good intentions

— CMA surveyed and consulted with members
— Board of Directors’ approval on March 7, 2006

- January 1, 2007 -- Full member implementation
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Self-Regulation — CMA Code of Ethics

« Significant Revisions
— Application to business-to-business marketing

— New guidelines related to undercover or
“word-of-mouth” marketing

— Several new telemarketing and fax provisions
— How Code applies to third-party suppliers
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PIPEDA — 2006 Review

+ Mandatory five-year review of federal law

+ CMA expectations:

- Call for increased scrutiny around consent
requirements

- Call for more transparency
- Call for order making and/or fines
- Potential for stronger enforcement regime

» Higher federal privacy standards will lead to higher
provincial standards
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PIPEDA — 2006 Review

» PIAC wish list

* Naming names

* Increased enforcement powers

» Modifying PIPEDA’s treatment of implied consent
* Moving complaints to the courts

» Specifying purposes at or before time of collection,
use or disclosure
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PIPEDA — 2006 Review

« CMA's opening position:
— Much too early for major changes

— Many small/medium organizations still have limited
awareness/compliance

— No order-making power - inconsistent with advocacy
aspect of Privacy Commissioner's role

— Applying opt-in to all marketing would have major
economic costs.
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PIPEDA — Key Findings

» 2001 -- Complaint lodged by PIAC against
marketing activities of five CMA Members
— a domestic bank, a foreign bank, a telco, a large retalil
chain and the country’s largest loyalty program

» Complaint alleged:
— Consent opportunity not:
» Easy to see, easy to understand & easy to execute

 Providing sufficient information to allow a
reasonable person to make an informed decision
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PIPEDA — Key Findings

+ 2004 -- Geist/Ottawa Renegades Football Club
— First spam-related case tested under PIPEDA

— Federal Privacy Commissioner determines that
business e-mail address is personal information where
it applies to marketing offers and, as such, is covered
by federal privacy law
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PIPEDA — Key Findings
» 2004-2005 -- Secondary marketing inserts

— Customer filed complaint that bank would not let them opt-
out from receiving secondary marketing offers in statement

— OPC concludes bank was using personal info for
secondary marketing without consent

— CMA position: inclusion of identical insert materials sent on
non-discriminatory, non-individualized basis does not
require use of personal information

— OPC concluded bank using personal info for secondary
marketing purposes without consent and must allow opt-out

27



PIPEDA — Upcoming Developments

 July 2005 -- CIPPIC complaint against well-known
Canadian data broker

— Alleged that company rents lists considered
‘personally identifiable’ and therefore requires
consent from consumers that are on the list

» CIPPIC research on data brokerage field

» Audit capacity doubled; may see audit of private
sector entity later in 2006
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Looking ahead

« Consumers continue to be annoyed with some
intrusive marketing tactics (telephone/e-mail)

« Consumers will continue to require assurance
that they can trust the companies that they deal
with and that their information is secure
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Looking ahead

« Sound business practices can address many
concerns

» Where we don'’t or can't effectively
self-regulate, government will do it for us

« When regulating, we need to find the right focus
and strike the right balance
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