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George Orwell

U It has been suggested by some of the reviewers
of NINETEEN EIGHTY-FOUR that it is the
author’s view that this, or something like this,
is what will happen in the next forty years in
the Western World. This is not correct. I think
that, allowing for the book being after all a
parody, something like NINETEEN EIGHTY-
FOUR could happen.

= From a press release by Orwell’s publisher, Frederic
Warburg, from notes dictated by Orwell, in 1949
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BACKGROUND

O In 1987, the now defunct U.S. Office of
Technology Assessment released a report,
“The Electronic Supervisor: New
Technology, New Tensions.”

O It describes a variety of technological
threats to worker privacy.




Figure 1 .—Some Categories of Behavior Subject To Monitoring, B t, or Testing
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Continued

O Concerns of the Study:

» Computer technology makes possible the
continuous collection and analysis of
management information about work
performance and equipment use. This
information can be useful to managers in
managing resources, planning workloads,
and reducing costs.




Examples

U “Computer-based monitoring” or
“‘electronic monitoring” systems
automatically record statistics about the
work of employees using computer or
telecommunication equipment in their jobs.

U “Service observation”
U “Telephone call accounting”




Findings

0 Computer technology makes possible the
continuous collection and analysis of management
information about work performance and
equipment use.

» Computer-based systems offer opportunities for
organizing work in new ways, as well as means of
monitoring it more intensively.

» There is reason to believe that electronically monitoring
the quantity or speed of work contributes to stress and
stress-related illness ...




Policy Options

»Option 1: Take no federal action concerning
work monitoring at this time.

»Option 2: Establish whether stress effects of
electronic monitoring are an occupational health
hazard: if they are, consider creating Federal
legislation or regulations governing the use of
electronic monitoring.

»Option 3: Consider Federal legislation aimed at
gaps in the current law. ...
o Which option was chosen?




Why Employers Want To
Monitor

O Theft

» Theft, both by employees and non-employees, is
a very large problem for many companies.

O Productivity

» An honest day’s work for an honest day’s pay:
this is the mantra of many companies
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Continued

U Protection Against Litigation

» Businesses can also be held responsible for the
negligence of employees while on duty — a term
whose meaning broadens with each passing year.

O Workplace Tragedies

» One of the most unfortunate realities facing both
employees and employers in the modern
workforce is workplace violence.
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Continued

QO Electronic and Physical Terrorism

» Given the value of the information and
resources available to employees and the
ease of either their destruction or
distribution (particularly when in electronic
form), it is not at all surprising or
unreasonable for employers to routinely
monitor all access, electronic or physical, to
their holdings.

13



Situations in Which Privacy
Conflicts May Arise

0 Pre-Employment

0 Drug Testing

0 Medical Testing

O Continuous Electronic Monitoring
O Off-Duty Surveillance
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Workplace Privacy Legal
Precedents (Office of the
Privacy Commissioner

d CCTV

»Issue 1: Cameras used for safety reasons,
employees not notified of purpose (Case
summary 273).

»Issue 2: Cameras used to monitor
workstations (Case summaries 279 and 290).
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CCTV Cases Continued

» Issue 3: Cameras installed for other purposes
used to confirm suspicion of rule-breaking
(Case summary 265)

»Issue 4: Cameras installed for other purposes
used for disciplinary action, when the
information comes in the regular course of
business (Case summary 264).

»Issue 5: Cameras that unintentionally may
capture employee work information (Case
summary 114).




Other Cases

U Mail Opening

U Keystroke Monitoring (Alberta Office of
the Information and Privacy Commissioner)

U Off-Duty Surveillance

U Drug Testing (no decisions yet by Office of
Privacy Commissioner of Canada)
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EMERGENT
TECHNOLOGIES

U What freedom do employees have to explore the
Internet while at work?

0 Some of the issues that may arise, that may concern
management:

» downloading sexually explicit material from Web sex sites
as well as from alt.sex.binaries newsgroups,

» unauthorized software downloaded from suspect Web
sites that could contain viruses or might represent
copyright violations,




Continued

O The possibility that company secrets had
been sent out over the Internet,
»some unexpected company information, say

employee files, being made available over the
company’s own Web site, and

»harassing e-mail originating from the
company’s system.
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Examples of Surveillance
Technologies

O Video Surveillance is used in the
workplace to monitor the comings and
goings of employees and this technology
has evolved to the point that the cameras
are almost undetectable and very
efficient.
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Continued

O Active Badges emit a signal that is
detected by any line-of-sight sensor
within a fixed distance. The sensors are
networked and provide the ability to
locate the wearer of the badge by
comparing the badge’s signal with the
location of the detecting sensor.
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So, At the End of the
Twentieth Century,

O With no general legal protection of workers’
privacy in place, no actual protection exists.

O Key strokes are efficiently counted, absences
from the computer computed, e-mail read
when desired, Internet activities captured and
measured, locations regularly monitored,
background checks carried out over the
Internet, and visits to washrooms checked.
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CURRENT AND FUTURE
TECHNOLOGIES

» telephone conversations are monitored,

» Web sites visited are logged and stored,

» e-mail messages are tracked and catalogued,

» Instant Messaging contributions are recorded,
» closed circuit television monitors are pervasive,
» active badges reveal workers’ locations,

> as do global positioning devices embedded in cell
phones,
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Continued

» drug tests are performed randomly as well as
scheduled,

» psychological tests are used to determine stability,

> genetic tests predict the possibility of terrible
diseases,

» background checks are carried out prior to
employment,

» skills are gradually identified and extracted.

= And RFID (Radio Frequency Identification) is on the move.
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RFID Technology

U Fairly simple
» Tags: microchip and antenna
> Reader: sends signal to tag, receives tag data
U Passive vs. active tags
U Standard tags vs. ‘smart cards’
U Broadcast distance:

» Passive tags: 10cm to 10m
» Active tags: 100m
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Current Uses

O Animal tagging
> Pets
» Livestock

O Auto theft prevention
U Building access/quick payment fobs

U 40 million Americans already carry an
RFID tag (as of 2004)

26

26



Potential Future Uses

O Item-level Tagging
U Human Implants

0 RFID-chipped Identification
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Item-level Tagging

U Eventually, every item ever
manufactured could carry an RFID tag

0 96-bit Electronic Product Code (EPC) to
replace current UPC (bar code)

0 Wal-Mart’s savings:
> Pallet-level tagging: $407 million
>Item-level tagging: $7.6 billion

U But, at least a decade away
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Item-level Tagging, cont’d

0 Why worry now?

» Framework is being developed now

> Secretive tests are being run: Gillette,
Proctor and Gamble

» Once consumer tracking begins, it will be
very difficult to stop
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Human Implants

O The VeriChip
O 7000 sold for human applications in 2004
O Purpose:

» Convenience: Baja Beach Club, Bar Soba
» Security/Access: Mexican Attorney General & Staff
» Child Safety: GPS-enabled chips

 But, are any of these worth the privacy costs?

30

30



A More Recent Example

U In February 2006, a Cincinnati based video surveillance
company announced a new layer of security for its data
centre: the VeriChip, a glass-encased RFID tag the size of a
grain of rice, which in implanted in the triceps area of a
person’s arm, and is readable at a distance of a few inches,
would be used for purposes of identification. Though
reports differed as to whether or not this implant would be
required to enter the data centre, it is certain that at least
two employees underwent the procedure. Though the
VeriChip has long been marketed as (among other things) a
tool for access control, it was believed that this was the first
instance of such a use in the United States.
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RFID-Tagged Identification

J The most immediate of the three scenarios

O Since 9/11, the US has pushed for more secure,
difficult to forge ID.

O Passports to include RFID - US by choice, other
countries by US visa-waiver program

U Initial deadline: Oct 2004, moved to Oct 2005 and
then later

O US Real ID act allows Secretary of Homeland
Security to require RFID in all US Gov’t issued ID.
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RFID-Tagged ID, cont’d

U Questions about RFID in Identification

» Are they really more secure?

» Does carrying a remote-readable passport (esp.
an American passport) make that person a
target for thieves or terrorists?

» How is the data protected from being read
surreptitiously?

= Initial American answer: It’s not. [Under intense
public pressure, encryption schemes were added]
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Protecting Against RFID’s
Threats

O Guidelines for proper deployment
» RFID Bill of Rights
» Fair Information Practices

0 Technological Solutions
» Tag Killing
> Blocker Tags
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Guidelines

U RFID Bill of Rights (which essentially incorporate
Fair Information Practices):

» The right to know whether products contain RFID tags

» The right to have RFID tags removed or de-activated
when they purchase products

» The right to use RFID-enabled services without RFID tags
» The right to access an RFID tag’s stored data

» The right to know when, where and why tags are being
read
(Simson Garfinkle, 2002)
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Only Viable Solution:
Legislation

0 Three main points that must be addressed.

U No other solution is strong enough to satisfy a
wary public.

» Limiting retail RFID use

» Prohibition of hidden RFID readers (i.e. prevention
of surreptitious reading)

> Prohibition of RFID-enabled driver’s licenses
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CONCLUSIONS

O As with every other new technology,
there is one key:

VIGILANCE!

O Stay aware of developments, and if
something seems wrong, make your voice
heard!
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Continued

QO The role of RFID in the workplace is being
studied with respect to the protection of
personal privacy.

O It is not clear whether or not PIPEDA or PIPA
offers adequate protection given past decisions
by the Office of the Federal Privacy
Commissioner involving voiceprints, videotape,
videocameras, webcams, and digital recorders
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Thank You.

Richard S. Rosenberg: rosen @cs.ubc.ca
(Vance Lockton: lockton @cs.ubc.ca)
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