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Session programSession program

� Privacy legislation: key provisions for records 
and information management

� Privacy compliance through records and 
information management, electronic document 
management

� An integrated approach to privacy and records 
management

� Frequently asked questions (e.g. security, data 
retention)

� Your questions 
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Legislation: Legislation: 

Implications for Implications for 

records and information records and information 

managementmanagement
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1. Definitions1. Definitions

� “personal information”

� special categories:

“business contact information” (AB)

“contact information” (BC) 

“personal employee information (AB) 

“employee personal information” (BC)

“work product information” (BC only)
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1. Definitions (cont.)1. Definitions (cont.)

� “Record” (AB, PIPEDA)

� “Document” (BC) 
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2. Reasonableness standard2. Reasonableness standard

� “What a reasonable person would 
consider appropriate in the 
circumstances”
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3. Purpose3. Purpose

� To govern the collection, use and 
disclosure of personal information

� “in an era in which technology increasingly 
facilitates the circulation and exchange of 
information” (PIPEDA)

� Balancing the needs of organizations 
and the privacy interests of individuals
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4. Responsibility based on 4. Responsibility based on 

custody or controlcustody or control

� An organization is responsible for 
personal information that is in its 
custody or under its control

� includes personal information in the 
custody of contractors
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5. Policies5. Policies

� An organization must develop 
and follow policies and practices

� security, training, communication 
(PIPEDA) 
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6. Access6. Access

� Right of access to 

� individual’s own personal information

� information about the existence of 
individual’s personal information (PIPEDA 
only)

� information about use by the organization

� information about disclosure by the 
organization



11

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

-------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

--------------------------------------------------------------------------

7. Correction7. Correction

� Right to correct an error or omission in 
the individual’s own personal 
information

� Organization must notify other 
organizations to which incorrect 
information has been disclosed

� within the previous year (BC)

� where “reasonable” (AB), “appropriate” 
(PIPEDA)
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8. Accuracy 8. Accuracy 

� Personal information should be 
accurate and complete
� if likely to be used to make a decision 

affecting the individual (BC)

� if likely to be disclosed (BC) 

� to the extent necessary for the purposes for 
which it is to be used (PIPEDA)

� An organization shall not routinely update 
personal information unless necessary 
(PIPEDA)
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9. Security9. Security

� An organization must make reasonable 
security arrangements to prevent 
unauthorized access, collection, use, 
disclosure, copying, modification, disposal, 
destruction.

� Nature of safeguards should be appropriate to 
sensitivity of personal information (PIPEDA)

� Safeguards – physical, organizational, technological 
(PIPEDA)
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10. Retention10. Retention

� As long as is reasonable for legal or business 
reasons (AB, BC)

� At least one year after use to make a decision about 
an individual, to enable access to the information 
(BC)

� Organizations should develop guidelines for 
retention, including minimum and maximum 
retention periods; retention period should be long 
enough to enable an individual to obtain access to 
information concerning a decision about him or her 
(PIPEDA)
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10. Retention (cont.)10. Retention (cont.)

� Disposition of records without consent to 
archives

� if reasonable for research or archival purposes (BC)

� subject to requirements regarding the institution and 
the nature of the records (AB, PIPEDA)

� only if the organization transfers control of the 
records (AB)
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11. Powers of Commissioner11. Powers of Commissioner

� Conduct investigations

� Initiate an investigation (BC, PIPEDA)

� Conduct audits (BC, PIPEDA)

� Comment on information management programs of 
organizations

� Comment on use or disclosure of personal information 
data linkage (BC) 

� Require production of any record

� Examine any record, whether or not subject to the 
legislation 

� Enter any premises except a dwelling (BC, PIPEDA)
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12. Offences12. Offences

� To willfully dispose of personal information 
with intent to evade a request for access

� or alter, falsify, conceal, 

� or direct another person to do so (AB)

� Penalty up to $100,000


