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What This Talk is About

1. Role of the regulator

2. PHIPA PIA

3. OHA/OMA Health Toolkit

4. Short notices

5. PHIPA training video

6. FAQs

7. Newsletter / e-blast feeds

8. Fact sheets

9. Topic specific tools and approaches
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Role of the 

Regulatory Agency

“Regulatory agencies, by their conduct,

can take reasonable law and produce

oppressive regimes.”  

— Malcolm Sparrow, The Regulatory Craft, 2000
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Stressing the 3 C’s

• Consultation:

– Opening lines of communication with health 
community;

• Collaboration:

– Working together to find solutions;

• Co-operation:

– Rather than confrontation in resolving complaints.
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1. Research and provide advice on proposed legislation 

and policy;

2. Promote education;

3. Ensure that government organizations and applicable 

private sector comply with access and privacy laws;

– RD/AD;

– Mediation;

– Adjudication.

IPC under PHIPA

Three Key Roles
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Privacy Impact Assessment Guidelines for the

Ontario Personal Health Information Protection Act

• PIA template self-assessment tool;

• Not required under PHIPA;

• No expectation to submit PIA to the IPC

Web link to template:

• http://www.ipc.on.ca/docs/phipa_pia-e.pdf
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OHA / OMA 

Health Toolkit and user guide

• Physician and Hospital Privacy Toolkit;

• Partners: Ontario Hospital Association, Ontario 

Hospital eHealth Council, Ontario Medical 

Association, Office of the Information and Privacy 

Commissioner/Ontario;
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Short Notices

• The goal of using a “short notice” is to 

provide all individuals with essential 

information about their access and privacy 

rights in an easily readable and comparable 

format.
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Short Notices Under PHIPA

Role of the IPC

• In Ontario, the IPC has taken a leadership role in promoting the use of 
short notices in the health sector;

• The IPC wanted to ensure that patients are well informed of their rights 
and have the knowledge to exercise those rights;

• Additionally, the IPC also wanted to help Health Information Custodians 
communicate more effectively with the public about their information 
practices and how patients may exercise their rights.

Sydney Resolution
• 2003, the movement to establish a global short privacy notice was officially 

recognized at the International Conference of Data Protection Commissioners in 
Sydney, Australia

Berlin Memorandum
• 2004, in Berlin, a working group of Commissioners and privacy practitioners met 

and prepared a memorandum recognizing that a new architecture was needed for 
privacy notices
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Short Notices Posters
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PHIPA training video

– Proactive approach toward our mandate by 
commissioning the production of an informational 
training video on PHIPA for the benefit of all health care 
providers in Ontario;

Four scenarios:

– pharmacy and the issue of audio privacy;

– written communication with the example of a referral 
letter from a surgeon’s office; 

– the theft of a laptop containing patient records from a 
doctor’s office; 

– an ambulance service trying to collect survey information 
from emergency wards in hospitals to better their service.
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FAQs: 
Personal Health Information Protection Act
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Newsletter / e-blast feeds
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Factsheets

• Secure Destruction of Personal Information

• Long-term Care Homes

• Lock-box Fact Sheet

• Disclosure of Information Permitted in Emergency or other 

Urgent Circumstances

• Reporting Requests under PHIPA

• Consent and Form 14

• Fundraising under PHIPA

• Ontario Regional Poison Information Centers and the ‘Circle 

of Care’

• Your health information: Your access and correction rights

• Safeguarding Personal Health Information
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Factsheet e.g.

• Public interest and 
grave hazards

• Risk of serious harm

• Disclosure to public 
health authorities

• Compassionate 
circumstances

• Providing health care
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Topic specific tools

RFID

• Tag, You’re It: Privacy Implications of Radio Frequency 
Identification (RFID) Technology (February 2004) 

– www.ipc.on.ca/docs/rfid.pdf

• Guidelines for Using RFID Tags in Ontario Public Libraries 
(June 2004)

– www.ipc.on.ca/docs/rfid-lib.pdf

VIDEO SURVEILLANCE

• Guidelines for using video surveillance cameras in public 
places (October 2001) 

– http://www.ipc.on.ca/docs/video-gd.pdf

• Guidelines for using video surveillance cameras in schools 
(December 2003) 

– http://www.ipc.on.ca/docs/vidsch-e.pdf
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How to Contact Us

Ken Anderson 
Assistant Commissioner (Privacy)

Information & Privacy Commissioner/Ontario

2 Bloor Street East, Suite 1400

Toronto, Ontario   M4W 1A8

Phone:  (416) 326-3942

Web: www.ipc.on.ca

E-mail: ken.anderson@ipc.on.ca


