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Legislative framework

B General obligations of organizations:

® collect, use and disclose personal information
only in the manner permitted by PIPA

= safeguard the information

® retain the information only for as long as it is
needed for legal or business purposes
(destroy or anonymize — BC)

= provide individuals with access to own
personal information



Legislative framework

= appoint one or more individuals to be
responsible for ensuring the organization’s
compliance with PIPA

= BC — provide public with the title and contact
iInformation of the appointed individuals

= develop and follow policies and practices for
meeting obligations under PIPA

= BC — develop a complaint process

= make information about policies and practices
available to the public




Compliance Is more
than writing a privacy
policy — It’s an
ongoing state of
affairs



Goals of a privacy program

B Risk Is managed

® Privacy Is protected

B Organization’s operational needs are met
B Privacy becomes an organizational value
B Everyone Is having fun!



Key components of a privacy
program

B Privacy policies for customers and
employees

B Process for handling access requests and
complaints

B Communication to stakeholders
B Employee training programs



Key components of a privacy
program

® Monitoring/auditing/enforcement capabillity
B Reporting requirement
B Advisory capacity

® Mechanism for ongoing review and
revision



Building the Program



Key points

B Understand the organization’s operational
needs - what personal information Is
required, why and how is it collected, where
IS It stored, who has access, and to whom Is
It being disclosed?

B Know where the risks are

m Develop privacy policies that are easy to
understand and not overly broad

B Policies should be sufficiently flexible to
allow the organization to respond to the
particular circumstances of a privacy issue



Key points

B EXpress privacy requirements as
performance objectives, not legal
prohibitions

® Specialize training programs to meet the
different needs of staff

B Distinguish between general education
and task- or role-specific training

B Training Is not a band-aid for system
deficiencies



Key points

B Communication strategies may differ for
different stakeholders

B Compliance or privacy officer must have
= pbacking of the executive

= authority to act
= time and knowledge to do the work



Maintaining the Program



Key points

m Keep informed of and provide advice on:

® gorganization’s new and revised operations
and programs

= new technologies being used that store or
track personal information

= changes and developments in “information-
handling best practices”

= removal of equipment containing personal
Information (e.g. cell phones, lap tops)



Key points

B Revisit and revise privacy policies for
relevance

B Provide supplemental training for staff



Measuring success

B Privacy Is seen as a core value of the
organization, not a one-time project

B Privacy Is optimized or balanced alongside
other operational objectives (e.g. customer
satisfaction, productivity, safety, cost,
morale)

B Consultation with the privacy or
compliance officer Is an integral part of the
organization’s operational processes



Measuring success

m Officer Is seen as a faclilitator, not a barrier
m Staff at all levels are “privacy aware”

B |f privacy inquiries are being made, the
program is working!



Resources

m PIPA

= BC Ministry of Labour and Citizens’
Services

www.mser.gov.bc.ca/privacyaccess/

= BC Information and Privacy Commissioner
WWW.oIpc.bc.ca

= Service Alberta
www.pipa.gov.ab.ca

= AB Information and Privacy Commissioner
www.oipc.ab.ca



Resources

m PIPEDA

= Privacy Commissioner of Canada
WWW.privcom.gc.ca

® Privacy Payoff. How Successful
Businesses Build Customer Trust

by Ann Cavoukian and Tyler J. Hamilton
(McGraw-Hill Ryerson Trade, 2002)



Resources

B Complete Guide to Security and Privacy
Metrics: Measuring Regulatory
Compliance, Operational Resilience, and
ROI

by Debra S. Hermann
(Auerbach, 2007)



