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RBC Financial Group: Canada…
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British Isles – CM,
GPB, US&IB

Hong Kong – CM, GPB

Japan – CM, GPB

Switzerland – CM, GPB

Luxemburg – US&IB

UAE – US&IB, GPB
US – Banking, 
Investments, 

GPB, CM, 
Insurance

Turkey – GPB

Ireland –
Reinsurance

Netherlands – GCM Spain – GPB

Canada – Banking, 
Investments, Insurance, 

CM

…and Globally
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Caribbean –
Banking, GPB, 
Reinsurance

Brazil – GPB

Singapore – CM, US&IB, 
GPB

Hong Kong – CM, GPB

Uruguay – GPB

Venezuela – GPB

Argentina – GPB

Insurance
Brunei – CM, GPB

Australia – CM, US&IB

CM = Capital Markets

GPB = Global Private Banking

US&IB = US & International Banking



What is the Patchwork ?

� Provincial and Federal Privacy Regulations in Canada

� Sometimes conflicting Canadian and International Regulations
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� It’s more than just “Privacy” Regulations



Federal vs. Provincial Privacy Regulations in Canad a

� PIPEDA Review

� Federally Regulated entities vs. Provincial
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� Cooperation between Federal & Provincial Commissioners



Canada vs. International Privacy Requirements

� PIPEDA / PIPA’s / GLBA / EU Directive / APEC Framework

� Breach notification requirements
� Voluntary Canadian Guidelines

� 37 US State Bills
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� 37 US State Bills

� International requirements

� Cross Border Data Flow Issues
� Inter-Company

� 3rd Party Service Providers

� Business Process Outsourcing



Privacy vs. Inter Related Requirements

� Privacy Requirements

� Other Information Risks

Corporate records
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� Corporate records

� Intellectual Property

� IT Security Role

� Common control environment across all information types



Where do we go from here?

� Holistic view of Information Risk

� Privacy

� Information Security

� Content / Records Management
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� Global Frameworks

� In the Corporate Environment

� Unified Policies and Risk Assessment Methodologies

� Common Infrastructure and Controls

� Integrated Training & Awareness
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• Fulfilling business strategies while complying 

with laws and regulations
• Being able to leverage and capitalize on the 

business value of client data
• Ensuring promises of privacy and 

confidentiality to clients is not compromised
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• Complying with complex multi-jurisdictional and 

sectoral regulatory and legal regimes 
• Balancing the Risk/Reward Trade-off
• Balancing enterprise compliance oversight and 

front line business compliance and accountability

Global Privacy & 
Information Risk 

Summary: How RBC Manages Privacy & Information Risk

9

Compliance
Information Risk 

Management 
Team
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• Ensure RBC’s views for a balanced approach to Privacy & Information 

Risk is considered during regulatory and legislative reviews
• Represent the public face of Privacy & Information Risk for RBC
• Participate in Industry Associations 

Advocacy 

Business
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