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Transition Services: Use and Disclosure to HIA Affi liates

Care CenterTransition Services

CAAT RIT

Supported Living
Worksheet

Estimated Category Of
Care

HC-CC  Hospital
Reassessment Worksheet

Hospital Notes Worksheet

Home Care assessments
updated or new

assessment performed

LTC enters all service
characterstics of the bed

available

Care Centre has bed
vacancy?

Transition
Assistant enters

data into LTC CIS
to generate wait list

Client's clinical,
therapeutic and
environmental

requirements entered by
Transition Coordinator
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Transition Coordinator
narrows the list and

presents it to the client/
family

Client indicates ranked
preferred choices for Care

Centre, which are
forwarded to Transition

Assistant

LTC Bed Availability
Report

Transition Assistant
enters patient  preferences

into the system

StrataCare dtatabase
matches patients and beds

LTC CIS database

Long Term Care
Client Wait List

List of patients that fit
an available bed

profile
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Privacy Impact Assessments:  Mitigating 
Risks - Maximizing  Benefits 

Presentation for:

Private Sector Privacy In A changing World:

PIPA Conference 2007

September 20- 21, 2006                       

Vancouver, British Columbia



Who would you involve in preparing a PIA?

� Privacy officer or privacy specialists

� Staff involved in the process under examination

� Business analysts

� Security specialists
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� Security specialists

� Records managers

� Project managers

� Legislative analysts

� Researchers

� Others involved?



Purpose/Benefits of a PIA 

� What are the benefits? (e.g., save money, increased efficiency; 
better service delivery, better allocation of resources, increased 
security)

� How will the initiative benefit citizens, clients, employees, 
taxpayers, other affected groups?

� Why status quo won’t get you there?
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� Why status quo won’t get you there?

� This is your opportunity to sell the benefits of the project (but 
be accurate!)
� These benefits will be assessed against potential privacy 

impacts (i.e., privacy/benefits analysis) so make them as 
compelling as possible.



Analysis – Personal Information

� Document all personal information collected, used and disclosed 
(regardless of perceived sensitivity)

Personal information could include :

� names, email or home address, telephone number

� race, national/ethnic origin, colour, religious or political beliefs or 
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� race, national/ethnic origin, colour, religious or political beliefs or 
associations

� age, sex, sexual orientation, marital status

� identifying number or symbol

� fingerprints, blood type, DNA prints

� educational, financial, criminal, employment or health care history

� anyone else’s opinions about individual and individual’s personal 
views/opinions unless about someone else



Collection of Personal Information

Remember:

� Appropriate collection is key to protecting privacy

� Collection should be limited to what is absolutely 
necessary
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� The information in the record belongs to the individual it 
is about.

� Information should be collected directly from the 
individual whenever possible.

� Individual has right to know:  what is being collected; 
why it is being collected; and how it will be used.



PIA Questions about Collection

� Is it necessary to collect personal information?

� If so, is it necessary to collect so much personal 
information?

� Do you have Authority to Collect Information?
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� Do you have Authority to Collect Information?
� If not, do you have consent?

� Are you Collecting Information Directly from Individual?
� If not, is indirect collection permitted?

� Are you providing notice and reasons for collection?



Use and Disclosure

� Limit use and disclosure to original or consistent 
purposes

� Do not use or disclose for 
Secondary Purposes unless 
have consent or                                    authority
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� Notice/Consent

� Need to Know Principle

- limiting distribution

- limiting content



PIA Questions about Use/Disclosure

� Is it necessary to use or disclose personal information?
� If so, can the use/disclosure of personal information be 

limited either in content or distribution?

� Was the individual informed of how his information would be 
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� Was the individual informed of how his information would be 
used or the circumstances under which it might be disclosed?

� Is the purpose for using or disclosing the personal information 
for, or consistent with, the reasons given for its collection?
� If not, do you have authority or consent to use or disclose it 

for secondary purposes?



Components of a PIA –Information Flows

� Identify all data flows, linkages, and processes 
throughout the lifecycle (i.e., collection, use, disclosure, 
retention, destruction)

� Address flows from and to your organization or public body 
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Address flows from and to your organization or public body 
(i.e., are you collecting as well as disclosing personal 
information) and within your organization

� Consider use of flow charts to:
� Conceptualize the information flow
� Assist in identifying authority for collection, use and disclosure



Components of a PIA – Privacy Impact

� How will the change envisaged impact the privacy of 
affected individuals (e.g., online service vs. counter 
service)?
� Increased surveillance?
� Increased exposure (through electronic transmission)
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� Increased exposure (through electronic transmission)
� Greater collection of personal information?
� Potential for profiling, data mining

� Does the initiative involve tombstone data or 
biometric information?



Components of a PIA – Mitigation Strategies

� Are there alternative, less invasive, solutions?
• Is the personal information required to achieve 

your purposes?
• Is this the most appropriate way to collect, use 

and disclose the personal information?
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and disclose the personal information?
� Design strategies for improved privacy protection 

(i.e., less privacy impact)
� Is the information being treated appropriately 

considering its sensitivity?
� Is there a less privacy invasive method for storing 

and transmitting the information?



Reasonable Security

� Should be appropriate and proportional to the 
sensitivity of the personal information

� Safeguards should include:
• Physical measures (locked file cabinets, restricted 
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• Physical measures (locked file cabinets, restricted 
access to offices)

• Technological measures (user IDs, passwords, 
encryption) and

• Organizational measures (security clearances, “need 
to know” policy) 



PIA Questions about Security

� Is access to personal information limited to only those 
people that need access in order to perform their duties 
(e.g., stratified access)?

� Is there a security policy/plan in place that addresses
� appropriate physical measures (restricted access to files, 
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� appropriate physical measures (restricted access to files, 
rooms)

� appropriate technological measures (authentication, 
encryption, firewalls)?

� Are audit trails in place?

� Is there a policy/plan for dealing with unauthorized 
access or a breach in place?



Maximizing benefits:  PIA tips and best practices

� Detail detail detail!!!
� When in doubt, provide more detail

� Consultation, consultation, consultation
� Talk to everyone involved; input identifies issues
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� Don’t try to hide problems
� Chance to explore and address issues and 

concerns

� Involve the experts

� Do early; think ahead

� Living document (will be developed as project evolves)



PIA Benefits

� Identifies and mitigates potential privacy issues in the early 
developmental stages of an initiative 

� Privacy is a design objective – not an obstacle to b e 
overcome

� Increases awareness and understanding of privacy issues within 
the organization

� Turns a potentially privacy invasive initiative into a privacy 
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� Turns a potentially privacy invasive initiative into a privacy 
enhancing one 

� Builds trust and confidence with citizens/clients
� Addresses privacy issues without compromising business 

objectives or adding significant costs.
� Building privacy in at the design stage will save time and 

money later.
� Avoids costs, surprises, and embarrassment down the road


