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Social Networking Sites ==

 90% of young Canadians socialize online

— Ryerson study (Levin et al, The Next Digital Divide:
Online Social Networking Privacy, March 2008)

e Facebook

— 124 m unique visitors in June 08 and growing
— 40% Canadians registered (July 08)

 Many young adults admit to feeling “addicted” to
online social networking

— (Ofcom study, 2008)



Facebook - Purposes  “=9F%

e Terms of Service:

— “Welcome to Facebook, a social utility that connects
you with the people around you.”

e About Us:

— “Millions of people use Facebook everyday to keep up
with friends, upload an unlimited number of photos,
share links and videos, and learn more about the
people they meet.”

* Privacy Policy:
— “We built Facebook to make it easy to share

iInformation with your friends and people around
you...."



Facebook - Purposes  “=9F%

e “... We understand you may not want
everyone in the world to have the
Information you share on Facebook; that Is
why we give you control of your
Information. Our default privacy settings
limit the information displayed in your
profile to your networks and other
reasonable community limitations that we
tell you about.”



Information Posted <SPPI

* Ryerson study (Levin et al, March 2008)

>2000 undergrad students surveyed
e 76% - photo of self

74% - hometown

69% - high school

69% - full real name

67% - group photo including me

61% - interests/hobbies

60% - relationship status

59% - favourite music, books, movies

39% - dating interests

31% - employer

21% - political preferences

14% - telephone number



User Behaviour «CPPIc

responding to peer pressure
— Goal = social popularity
“twittering”

high comfort level with communicating and
posting online

testing out different personas
— Info not necessarily accurate
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Use of Privacy Controls

e Facebook:
— 30-40% of users adjust defaults

— “other sites don’t have that level...[of users viewing and
adjusting privacy defaults]”
— Mozelle Thompson, Facebook

e Ofcom study (UK, 2008):

— 41% kids, 44% adults left settings “wide open”
(accessible by anyone)

e Vault.com study

— only 57% of SNS users with profiles use privacy
controls



User Awareness

* Ryerson study:

— online socializers are often oblivious of the
risks to which they are exposing themselves

— “young Canadians have a unique perception
of network privacy, according to which
personal information is considered private as
long as it is limited to their social network”




Informed consent?



PIPA - consent

e Deemed:

— If person “voluntarily provides the information
to the organization for that purpose”, and

— “reasonable that a person would voluntarily
provide that information” (Alta); or

— “purpose would be considered obvious to a
reasonable person (B.C.)




PIPA - consent

 Valid opt-out:
— Notice of collection/use/disclosure for
disclosed purposes
— Reasonable opportunity to decline
— No opt-out by individual

— Reasonable approach, having regard to
sensitivity of data



Public Availability?



Public Availabllity

e EXxception to consent requirement:

— If “the publication is available to the public”
and

e Alta: If “reasonable to assume that the individual
...provided the information”

 PIPEDA: “where the individual has provided the
iInformation”




Inappropriate Uses?



Reasonableness Test

» applies regardless of consent

— PIPEDA + BC PIPA:

 “only for purposes that a reasonable person would
consider appropriate in the circumstances”

— Alta PIPA:

» only for reasonable purposes + only to extent
reasonable for meeting the purposes for which the
Info is collected/used/disclosed



The Way Forward?

e User Beware:

— Educate/warn users, especially children
e Parents
e Schools
« Social Networking Sites
e Privacy Commissioners

e User-Determined Terms of Use?



The Way Forward?

e Social Networking Site policies:
— Default settings to full privacy
— Clear Notices/Warnings re: potential uses
— Block searching of young people
— Limit third party access to profiles of children
— Allow pseudonyms
— Allow easy deletion of profiles



The Way Forward?

e Clear legal limits re: kids’ data

(PIAC, 2008)

— <13 yrs: no collection/use/disclosure (SNS
prohibited)

— 13-15 yrs: limited access profiles + parental
consent required

— 16-17 yrs: parental consent re: targeted
advertising on SNS

— destruction of data at age 18, unless explicit
consent to continued collection/use/disclosure



The Way Forward?

 Employer Policies / Codes of Ethics

— be up front re: policies & practices +
expectations of employee online behaviour

— don’t actively seek info from SNS for
recruitment and selection purposes without
explicit consent from the individual

* never use fake identities/pretexting to access data

— don’t monitor employee activities online

e limit such investigation to situations warranting it
(e.g., where employer’s reputation is at stake)
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