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Agenda

� Background on Biometrics
� The investigations

� Nursing home
� Nightclub� Nightclub

� Privacy risks
� Mitigation strategies



Biometrics are…

� bios = life
� metron = measure

Methods to uniquely recognize humans based � Methods to uniquely recognize humans based 
on physical or behavioural traits



Biometric identifiers

� Physiological
� Face 
� Fingerprint
� Hand geometry

Iris, retina

� Behavioral
� Signature
� Voice
� Gait

Keystroke pattern� Iris, retina
� DNA

� Keystroke pattern



Some examples



Important security concept

� Factors of authentication
� Something you know – password
� Something you have – smart card
� Something you are – biometrics� Something you are – biometrics

� For sensitive information, use 2/3 factors



Biometrics - uses

� Identification
� Driver's license photo

� Authentication & authorisation� Authentication & authorisation
� Fingerprint scanner to get access to computer

� Surveillance
� Facial recognition in airport



How biometrics work

� Enrollment (scan and verify identity)
� Could be surreptitious

� Feature extraction (feature is converted to a 
mathematical representation - hash)

� Hashes are stored� Hashes are stored
� To authenticate, you present the biometric feature

� Or, feature is captured

� Feature converted to hash
� Hash compared to database
� Positive/negative identification

� Access granted/refused
� Security/police response triggered



What is a hash?

� Principle:  It’s difficult to reconstruct the cow 
from the corned-beef hash
� A one way mathematical function
� Ideally, you cannot figure out the input by looking � Ideally, you cannot figure out the input by looking 

at the output
� Often use encryption 

techniques
� Poor hashes can be 

reverse engineered



Investigations



Investigation 1

� Nursing home in Calgary
� Hand geometry reader
� Biometric information 

is personal information
� Number generated from � Number generated from 

biometric information is 
personal information

� Handprint was not stored
� Inadequate notice

� Did not meet standards of FOIP
� Purpose, legal authority & contact

F2008-IR-001
www.oipc.ab.ca >> Investigation Reports



Investigation 2

� Nightclub in Edmonton
� Thumb scanner
� Thumbprint not stored
� Number derived from thumb scan

is personal information and is personal information and 
personal employee information

� Purpose was reasonable
� Inadequate notice

� Did not properly explain what 
information was collected

P2008-IR-005
www.oipc.ab.ca >> Investigation Reports



Privacy questions
� Does the system respond to a management concern?

� Is there evidence to support this concern?
� Is it reasonable? (PIPA)
� Is it necessary? (FOIP- higher standard)

� Is the system intrusive?
How much information is collected?� How much information is collected?

� Surreptitious?
� Mandatory?
� Information useful in another context?

� Notice given to participants?
� or consent obtained?

� System security?



Security analysis



Advantages of biometrics

� Easy to use – no password to remember

� You always have it with you

� Hash is more complex than any password 
you could remember



Disadvantages

� Not foolproof!
� Can be compromised
� False positives/negatives

� Once compromised, your 
biometric identifier is 

� Once compromised, your 
biometric identifier is 
compromised for life

� Think of “Minority Report”

� Some are reluctant to use biometric devices
� Privacy concerns
� Cultural, religious issues (see Book of Revelations, Ontario labour 

arbitration – 407 ETR Concession Company Ltd.)



Foiling biometric access 
control

� Attack vectors:
� Sensor

� Spoofing: copies, recordings

� Feature extractor
Interception, data integrity� Interception, data integrity

� Storage computer
� Computer hacking

� Comparison unit
� Interception, spoofing

� Communications links between all of the above
� Wire taps, wireless sniffing



Gallatin finger how-to



Important distinction

� Biometric authentication
� Verifying someone’s credentials, based on pre-registration
� Purpose: determining eligibility
� Today’s case studies are examples of this

� Biometric identification
� Using someone’s biometric traits to identify them without 

their knowledge
� Purpose: detection, or surveillance
� No cases so far – investigation results could be different



Question to be answered

� Cases under PIPA and FOIP
� Context:  employee management

� No case under Health Information Act yet� No case under Health Information Act yet
� Context:  health services delivery



Review:
Biometrics privacy balance

Less invasive
� Responds to specific 

management concern
� Consent, or proper notice
� Only collect what is necessary

More invasive
� No, or weak evidence to 

support management concern
� No consent, or poor notice
� Collect more than is necessary� Only collect what is necessary

� Voluntary
� Obvious
� Information not useful in 

another context
� Reasonable information 

security

� Collect more than is necessary
� Mandatory
� Surreptitious
� Information can be used 

elsewhere
� Poor information security



Review

� Biometrics can be useful, where additional 
security is needed

� Biometrics are not foolproof
It is critical to explain to your � It is critical to explain to your 
customers/employees what is going on and 
why biometrics are justified



Questions
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