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YOU COULD WIN A TRIP
FOR TWO TO CALIFORNIA
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» Wuln Dev

» Job Opportunities
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Veterans Affairs warns of massive privacy breach

Robert Lemos, SecurityFocus Z006-05-27

The U.S. government warned on Monday that a database containing sensitive
information about veterans and their families had been stolen, after an
employee violated policy and brought the data home.

The database contained the names,
social security numbers and dates of
birth of as many as 26.5 million
veterans and their families,
according to the U.S. Department of
Veterans Affairs, which replaced

most of 1ts home page on Monday  [RLLIBASLV V4= 18] 4 (o)
with a warning about the leak. The
agency discovered the violation of
policy after the employee's home
was burglarized and has put the
worker on administrative leave
pending an investigation.

stop a hacker...
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" B E-mail this to a friend & Printable version
ﬁ 'P Discs 'worth £1.5bn’ to criminals

Two missing computer discs BENEFIT RECORDS LOST

A.frn:a
Kiicic e containing the personal KEYSTORIES
Asia-Pacific details of 25 million people ¥ Mare firms "admit dlscfalllng§'
could be worth up to £1.5bn ¥ £20,000 reward offered for discs
; EUFEDE 1 criminals, say the Lib b Fresh benefit data lapse admitted
s B Dems. ¥ Police search tips in disc hunt
South Asia

v Diata disc report 'in three weeks'

UK Acting leader Vincent Cable told b Discs 'warth £1.550" to criminals

England  MPs an "enarmous amount” was

Northern Ireland  still at stake, after discs e ansmsneg

BBC personal finance
reparter Jennifer
Clarke answers your
questions on the crisis

o ; . Mr Cable said the discs could dwarf
scotland  containing the entire child the value of the Brinks Mat robbery

Wales benefit database got lost in
UK Politics| transit.
Education .. . ! ; : FEATURES AND BACKEROUND

Ministers say there is no evidence they have been intercepted

i v s Child benefit records lost
by criminals.

¥ Government letter: full text

Magazine

Rucinpce
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Smart Phones —
The Teenager’s
Gateway To
The World

Telephon

Text Messages
Email

Address Book

Camera

Internet Gateway ROl
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Location « Exciting new feature for mobile devices
- — Peripheral and Embedded GPS support across BlackBerry
Based-Services SmartPhone family

— Lots of potential new revenue opportunities

Turn by turn navigation
— TeleNav
— TeleMaps
— Garmin Mobile

 Geo-tagging pictures

« Standards For Location Based Services
— JSR179 Location API
— Foster 3rd party development and extensibility

« Enterprise Location Tracking
— Delivery systems - Lat/Long plus Date/Time stamps
— Co-ordinate emergency responses - find employees




But...Location
Based Services
Require Security

Privacy and abuse concerns



"
Starting Points ¢ Education and Awareness
For Protecting — Powerful computers with lots of storage

Mobile Privacy — Some software introduces risks
— Mobile communications are not private

e Use Passwords!

— First line of defense — lock the front door
— Protects all of the information

« Examine Tools For Remote Management
— Controlling communications options
— Filtering content
 SMS, Web sites, social networking
— Remotely disabling devices and erasing data






