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Youth Privacy Online:
Take Control, Make It 
Your Choice!

SPEAKERSPEAKER
• Scott Totzke

Vice President, BlackBerry Security
Research In Motion



��������	
��
�
���	��

The Value Of 
Mobile Data 94%

of users improved their 
ability to manage their 
Inbox

93% 63 min

38%
average increase in 
team efficiency

2500
93%
of users converted down-
time into productive time

63 min
average down-time 
recovered daily = 250 
hrs annually

238%
average ROI: solutions turn 
profit in < 5 mos.

2500
time-sensitive emails per 
year
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Smart Phones –
The Teenager’s 
Gateway To 
The World

TelephoneTelephone

Text Messages

Email

Address Book

Camera

Internet Gateway
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• Exciting new feature for mobile devices
– Peripheral and Embedded GPS support across BlackBerry 

SmartPhone family
– Lots of potential new revenue opportunities

• Turn by turn navigation
– TeleNav
– TeleMaps
– Garmin Mobile

Location 
Based-Services

– Garmin Mobile

• Geo-tagging pictures

• Standards For Location Based Services
– JSR179 Location API
– Foster 3rd party development and extensibility

• Enterprise Location Tracking
– Delivery systems - Lat/Long plus Date/Time stamps
– Co-ordinate emergency responses - find employees
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• Privacy and abuse concernsBut…Location 
Based Services 
Require Security
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Starting Points 
For Protecting 
Mobile Privacy

• Education and Awareness
– Powerful computers with lots of storage

– Some software introduces risks

– Mobile communications are not private

• Use Passwords!
– First line of defense – lock the front door
– Protects all of the information

• Examine Tools For Remote Management
– Controlling communications options
– Filtering content

• SMS, Web sites, social networking
– Remotely disabling devices and erasing data
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